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WH® AIN 1

Olivier Bilodeau

m  Cybersecurity Research Director, GoSecure

m  President, NorthSec

- Training sessions, Conference and CTF in Montréal

m Co-founder of MontréHack

=  Applied Security Workshops

s Enthusiastic Serial Speaker
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THE QUEST
(AGENDA)

 RDP Interception
Explained

« 5 Attacker Classes
* 190+ million events
* The Arsenal They Use

« Some Memorable Session
Highlights
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TODAY’S GAINE

 RDP Is targeted

» Telnet/SSH honeypots
are attacked by bots

» Let's Leverage
Unparalleled RDP
Capture Depth




REMO®TE DESKTO®P

PROTOCODL

!5) Remote Desktop Connection

| Remote Desktop
»¢ Connection

Computer: |Example: computer fabriliam com

Username: Mone specified

The computer name field is blank . Enter a full remote computer

name.
Connect

‘_' Show Options

Help

[]JGOSECURE

[z Server Manager
©-

Dashboard

Local Server

All Servers

-1. =I

File and Storage Services P

% my-server.gosec.co - Remote Desktop Connection

Server Manager * Local Server

i PROPERTIES

For ECZAMAZ-615509)

- {\E:}l | F Manage Tools View H

Computer name
Workgroup

Windows Firewall
Remote management
Remote Desktop

NIC Teaming
Ethemnet

Operating system version

Hardware information

EC2AMAZ-615509) Last installed updates
WORKGROUP Windows Update

Last checked for updates

Public: On Windows Defender

Disabled Feedback & Diagnostics

Enabled E Enhanced Security Configuration
Disabled Time zone

IPv4 address assigned by DHCP, IPv6 enabled  Product ID

Microsoft Windows Server 2016 Datacenter Processors
Xen HVM domU nstalled memory (RAM)

Total disk space

5/19/2017 8:36 PM
Never check for up
5/19/2017 8:36 PM

Disabled

Settings

On

(UTC) Coordinated
00376-40000-0000¢

Intel(R) Xeon(R) CP
1GB
30 GB

EVENTS
All events | 2 tota

Filter

Server Name D

Severity Source Log Date and ﬁme

EC2AMAZ-615509) 10016 Error Microsoft-Windows-DistributedCOM  System  3/24/2022 5:25:18 PM

EC2AMAZ-615509) 10016 Error Microsoft-Windows-DistributedCOM  System  3/24/2022 5:24:18 PM




PYRDP: TODOL CHARACTERISTICS
4 years in development
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RDP Monster-in-the-Middle %’ a
RDP Interception |
Records Everything

RDP Tampering Engine

RDP Player
Real-time viewing and takeover
Replay of previous captures
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THE PYRDP CRYSTAL BALL




Speed: 1x l

Play

HOST: HOMER

USERNAME: administrator
PASSWORD: admin
DOMAIN:

B scale to window




- Basically, surveillance cameras for Windows

~ Systems




RDP HONEYPO®T WITH PYRDP
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PYRDP: LEARN
M®RE

Source Code / Documentation

https://qithub.com/GoSecure/pyrdp

PyRDP ReadMe

PvRDP Transparent Proxying Guide

Windows RDP Certificate Extraction

RDP Connection Sequence

RDP Basic Protocol Specification

Past Presentations & Blogs

Introduction Blog Post
NorthSec 2019 Talk
BlackHat Arsenal 2019

Blog: PyRDP on Autopilot
DerbyCon 2019 (Video)
DEFCON 28 Demo Labs
Blog: Announcing PyRDP 1.0
1.0 released at SecTor 2020
BlackHat Arsenal 202]
Purple RDP: Red and Blue Tradecraft

Blog: 1.2 release "Rudolph Desktop
Protocol"

[]JGOSECURE



https://github.com/GoSecure/pyrdp
https://github.com/GoSecure/pyrdp/tree/master/#readme
https://github.com/GoSecure/pyrdp/blob/master/docs/transparent-proxy.md
https://github.com/GoSecure/pyrdp/blob/master/docs/cert-extraction.md
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-rdpbcgr/023f1e69-cfe8-4ee6-9ee0-7e759fb4e4ee
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-rdpbcgr/5073f4ed-1e93-45e1-b039-6e30c385867c
https://www.gosecure.net/blog/2018/12/19/rdp-man-in-the-middle-smile-youre-on-camera
https://docs.google.com/presentation/d/1avcn8Sh2b3IE7AA0G9l7Cj5F1pxqizUm98IbXUo2cvY/edit#slide=id.g404b70030f_0_581
https://docs.google.com/presentation/d/17P_l2n-hgCehQ5eTWilru4IXXHnGIRTj4ftoW4BiX5A/edit?usp=sharing
https://www.gosecure.net/blog/2020/02/26/pyrdp-on-autopilot-unattended-credential-harvesting-and-client-side-file-stealing/
https://docs.google.com/presentation/d/1UAiN2EZwDcmBjLe_t5HXB0LzbNclU3nnigC-XM4neIU/edit?usp=sharing
https://www.youtube.com/watch?v=zgt3N6Nrnss
https://www.youtube.com/watch?v=1q2Eo3x3u0g
https://www.gosecure.net/blog/2020/10/20/announcing-pyrdp-1-0/
https://sector.ca/sessions/achieving-pyrdp-1-0-the-remote-desktop-pwnage-mitm-and-library/
https://gosecure.github.io/presentations/2021-08-05_blackhat-usa/BlackHat-USA-21-Arsenal-PyRDP-OlivierBilodeau.pdf
https://gosecure.github.io/presentations/2022-10-30_hackfest/OlivierBilodeau-Purple_RDP.pdf
https://www.gosecure.net/blog/2022/12/23/a-new-pyrdp-release-the-rudolph-desktop-protocol/
https://www.gosecure.net/blog/2022/12/23/a-new-pyrdp-release-the-rudolph-desktop-protocol/
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COLLECTED INTELLIGENCE

World: RDP Sessions Captured

Fer)
§

Ry

Activity through time

5,000,000

GREENLAND
CANADA
MEXICO CUBA
130)
GUYANA
OMBIA
ECUADOR
PERU
BRAZIL
BOLIVIA
PARAGUAY
ARGENTINA
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80
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0.
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MALT YEMEN
2 CHAD "~ supan

SP; GREECE

SENEGAL

GUINEA SOUTH
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LIBERIA CAMEROON

o pEmMocratic (KENYA
REPUBLIC OF
THE CONGO e
ANGOLA
ZAMBIA

MOZAMBIQUE
NAMIBIA

81

Nov Dec  [an May Taun

201

KAZAKHSTAN

LAYERS [) =

@ ROP Sessions Captured (3¢

Sessions

<34
34 up to 67
67 up to 100

100 up to 133
133 up to 165
165 up to 198
198 up to 231
>=231

RUSSIA

Sessions

MONGOLIA
B Basemap

KYRGYZSTAN

TAIKITAN SOUTH »
REA
AFGHANISTAN CHINA @ @
) @ NEPAL
TAIWAN

w @
MYANMAI
w @

SRI LANKA
PAPUA NEW
GUINEA

AUSTRALIA

lat: 71.41977, lon: -10,79405, zoom: 1.86

Elastic Maps Service (4, OpenMapTiles (4, OpenStreetMap contributors (4

| E—
Jan Feb Mar
2022

Tiu

Events per week
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Total number of events

Net-NTLMv2 Hashes Captured

Successful Logins

Files transferred

Sessions Captured

190.52M

21.27m

2.65k«

478




COLLECTED INTEL
(CONT.)

sessions
with
content

339 sessions of interest
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ATT&CK INDICAT®RS

[JGOSECURE

T1070 Indicator T1082 System T1090 Pro T1219 Remote Access
Removal ormation Discover ‘ SoftwareT1005 Data from Local
T1217 Browser | System
Information Discovery .
T1562 Impair Defenses .

d
or

T1098 Account

Manipulation

T1595.001 Active e
Scanning: Scanning IP
Blocks













RANGERS I

* Explore the system
e RUun reconnaissance

- Might be evaluating
the system for others
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w 3 Hostname: EC2ZAMAZ-31115]0

Recycle Bini Instance |D; i-01312d4a8%eecee55
Public IPv4 Address: 3.88.186.135
Private IPvd Address: 172.31.50.210

Instance Size: t2.micro
Q Availability Zone: us-east-1d
& Architecture; AMDG4

EC2 .
Feedback Total Memory: 1024 MB

EC2
Micros...

Network Performance: Low to Moderate

11:41 AM
- da 12/12/2022 L
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« Monetize the RDP access

« Examples

m Traffic generator

m Traffmonetizer
m Cryptominers
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\\é\

'y THIEVES IN ACTI®N

I)TRI\FFMUNETIZER

Log In




Hostname: EC2AMAZ-OJK3L78

Instance ID: i-049df4c0b0dfa528¢c
.236.56
31.32.40

Recycle Bin ChromeSetup

5 | xmrig-6.18.0

Share
Q

&
EC2 Feedback A

< TEsSOUrces > miners > » xmrig-6.18.0
Name
s Quick access

Desktop
<& Downloads

benchmark_1M
benchmark_10M
config.json

EC2 Microsoft il Docrsments [=] pool_mine_example

Windows G... &= Pictures | rtm_ghostrider_example

. SHA256SUMS
a admins :

' solo_mine_example
q [25 Contacts x it
sta
(2]

Google Deskion WinRing0x64.sys
Chrome = Documents xmrig o

‘, Downloads 5 = T
Company: OpenLibSys.org
“ Favorites File version: 1.2.0.5
) Date created: 3/6/2023 4:03 P
& Links Size: 14.2 KB
J\ Music

File description: WinRing0

= Pictures

#P Saved Games

u n /- Searches

unMineable B videos
Miner (M...
B This PC

u n 10 |t~em:~
2]

unMineable
Miner (MFI)

. 4:03 PM
e
. R = de 3/6/2023 [
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BARBARIANS @

« Brute-force more
computers

« Work with lists of IP
addresses, usernames and
passwords




BARBARIAN IN ACTI@N [1GOSECURE

Hostname: EC2AMAZ-PH85V08
Instance ID: i-07445ee7ec1a9a5f9
Public IPv4 Address: 54.237.89.231
Private IPv4 Address: 172.31.40.93
Instance Size: t2.micro

& res://iesetup.dll/HardAdmin.ht © ~ ¢ & Internet Explorer Enhanced ...

Internet Explorer Enhanced Security Configuration is enabled

Interny . » - Loilobility Zone: us-east-1e
defin s Application Tools ~ MasScan
migh

ure: AMD64
Secu Home Share View Manage S y: 1024 MB

This | formance: Low to Moderate
i s ™ > ThisPC > Downloads » MasScan » MasScan v O earch MasScan c
funct
infor| Name
# Quick access

[ Desktop
4 Downloads

| _config

-| exclude

| Input
%] Documents IPs

| Pictures (5] masscan

B Massscan_GUI
| msver100.dil
¥ Network | Output

| Packet.dll
(& winpcap-4.13

3 This PC

| wpcap.dll

11 items 1 item selected 423 KB

5 items
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WIZARDS

.
« Use the RDP access as a
portal to connect to other
computers
[

- Show a high level of skill




WIZARD IN ACTI®N

Recycle Bin
F
EC2
Feedback

EC

Micros

o

mstsc -
Shortcut

Remote Desktop
1>< Connection

Computer
Username: None specified

The computer name field is blank. Enter a full remote computer
name

». Show Options

Hostname: EC2AMAZ-LTPPV2V
Instance ID: i-0b2165a3133c1e072
Public IPv4 Address: 18.212.55.169
Private IPv4 Address: 172.31.58.15¢
Instance Size: t2.micro

Availability Zone: us-east-1d
Architecture: AMD64

Total Memory: 1024 MB

Network Performance: Low to Mod

437PM -

e g0
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* No apparent hacking skills

 Examples:

m Google searches related to
nacking

s Porn watching
m Downloading movies

* Might have bought the access




I . . <+

C Q Search with Google d? enter address

BARDS IN ACTI®N

-3 Import bookmark
P 8 YouTube

youtube.com

n Facebook
facebook.com

W Wikipedia
wikipedia.org

© Reddit

reddit.com

¥ Twitter

twitter.com

~
i~

a

Amazon
Sponsored

YouTube

9

Wikipedia

* O O

H

Hotels.com
Sponsored

Facebook

©

Reddit

[]JGOSECURE
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WHY PO®RN? -

Internet censorship » Ban on pornography » RDP as a solution




SESSI®NS BY PROFILE

[JGOSECURE

Number of RDP sessions associated with the profiles

Wizards '

Bards

o Thieves

: L
@ c-roerions N

. Rangers

O 50 100 150 200
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®VERLAP

Barbarians







XDEDIC RDP PATCH

T1098 Account manipulation

T1136 Create Account: Local Account
T1543 Create or Modify System Process
T1562 Impair Defenses: Disable or Modify System Firewall
T1556 Modify Authentication Process

T1078 Valid Accounts

| — e | — e | ——

daddc833bffcade36bd32b21046487b2 || 53/7-' =
9dcd2al162d91b503334a52caee9clfd2 || =
_SHA256-HASH __ A VT RATI® =

e Persistence mechanism

* Removes restrictions on non-server
Windows
Group taken down but tool still exists

)

]

(NI

:
H"'

= DESCRIPTIGBI\I

— — ——
e — — —

plib e ——— R ————
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xDedic RDP Patch v2.1
Info
Qs: | Patched: | Admin:
Mew administrator
Username
GhostUser

Password

1.z'bFR*AIt@E

dministrator account

||:| || ||:|| |IJ‘|:

Patch RDP Exit

All RDP's in one place! - xDedic.biz [ %] [ About ]
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ATT&CK

T1133 External Remote Services
T1078 Valid accounts

T1595 Active Scanning: Wordlist Scanning
T1110 Brute Force

Nre——— —— —

— B MLBrute 1.2 — O X

TUSED BY |

BRUTE  SETTINGS  WORK FILES

Statistics

Active threads: 104
Current PPS O

]5_62 - Average PPS: 115

Good count: O

VT RATI® ,i_ Remaining: 0
Elapsed time: 006:53:20

‘ 4e0060e3671024dael6928fce3adffa79eadff85ac595125b3e769efc02a58af
1250abd2ac13d7febd8b62e8d5ec4dbl5ec43ff88dd2ad10ba85130869d800be
5187c0f887003172bd676d0d1149¢c5cbcc1a69258b4bb660473dcbcl70b41fof

r'{' 3 ITIIITN)

SHA256-HASH

* Multi-threaded brute-forcing tool contne | [ steD Gea [ide o 7y
dedicated to RDP

e Russian author arrested and
extradited to the USA on Feb 23 ~
2023

I

LLON .




B Masscan GUI — >

3.4.7.0/24 (258) US United States Ashburn »
I I I As s CA N G ' ' I 3.5.0.0/20 (4086) US United States Ashburn E]GOSECURE
3.5 16.0027 (2048) US United States
Azhburn
3.33.34.0/24 (256) US United States
Azhburn
3.80.0.0/12 (1048576) US United States

Azhburn
- 3.208.0.0/12 (1048576) LS United Statf

ATT&CK

T1133 External Remote Services
T1078 Valid accounts

FUSEDIBY

Ashburn ¢
3.224.0.012 (1048576) S United StEItf

i Aszhburn
3 5.181.200.0524 (256) US United States

T1595 Active Scanning: Scanning IP Blocks — DY s e 116 b1 s e PO ¥
T1110 Brute Force Info i
R S S S v|
: (] Muti Country (add) 0
de903a297afc249bb7d68fef6c885a4c945d740a487fe3e9144a8499a7094131 [ | |— Exclude : |255255255255 "|
— f7f2af6f4dd9doafto3e6af3abab85969ec9ed22295055882e571bef3e96bbcde = e - e |TCF‘ v|
- ;_. I Rate : | 35000 |
SHA256-HASH & VT RATI® &S Port - | 3389 |
Custom ang : | —open-onty |
Pars. format : ||F‘:F‘urt v|
* Well known tool, they use GUI , P —
Cumrent : 0
Wrappers : Pogesz= L )
» Advanced Mode variant . ___®Bsn |
| n Resume scan |
| Parse |Ps |
| B8 My Apps |

| B Download WinPcap |
1047 @exploit.im




SILVERBULLET

T1595 Active Scarﬁg Scanning IP Blocks
T1090 Proxy

T1119 Automated Collection

T0814 Denial of Service

T1110 Brute Force Credential Stuffing
T1071 Application Layer Protocol: Web Protocols

R e

-

— = ——— e — — :_-
A4 N
I | 3b724600€027320ed262572604bc31F213bcBe233a52de368d4a8a493F68ec8b |- =
I~ | 65b5e3618ad273eeda31ef1245d7966174d15d19c916c5e844cd65216370ca3l || - —
= 24005676bc3c6469a90af0e5da06fad949d2598417d29a627b7797baabbdd35b |

|« Proxy-first scriptable Web “testing” =
~| * Pre-made configuration kits =
= * Clearly little legitimate use =
=

DESCRIPTI®ON >

-~ —— R ——— R ——— —— —

i siversuet 1.0.0

[]JGOSECURE

-0 X

£ Proxies |M Wordlists i Configs S Hits DB )¢ Tools ¥ Plugins £ Settings (D Help { Supporters{0 ) B ©

Start: | 1

Q) Prog:0 / 0 (0%)

Id Data Proxy

Select CFG  None Select List  None

Runner initialized succesfully!

sl
. Bots: 1 ¢
(AR RN ERNRERY]

(®) sTART

Prox DEF ON OFF

Time Data Proxy Type Capiure

0 days 00 : 00 : 00

Hits = Custo ToChedk
! ustom Ornee Unknown time left

() DATA &= PROXIES

Total: 0 Total: 0
Alive: 0
Banned: 0
Bad: 0
CPM: 0
Credit: $0
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(CONT.)

1
From their website:

OpenBullet is a webtesting suite that allows to perform requests towards a target webapp onc.
offers a lot of tools to work with the results. This software can be used for scraping and parsing
data, automated pentesting, unit testing through Selenium and much more.

Il siverBuiet 1.1.2

S Runner =2 Proxies |l Wordlists = Hits DB % Tools w Plugins XX Settings
2a Manager E Stacker I% Other Oplions [ER OCR Tesfing

Current Config: None Total Configs: 1 I
{:+..__} Mew ﬁﬁ Edit @ Save x Delete Q Searc

Mame Awuthor Category Proxies Captchas 3Selenivm OCR CF  Last M

test Default False False False False False 5/15/2
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(CONT.)

Again, on their website:

.
IMPORTANT! Performing (D)DoS attacks or

credential stuffing on sites you do not own (or you do
not have permission to test) is illegal! The developer
will not be held responsible for improper use of this
software. =
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WIND®WS DEFENDER REIM®VE SCRIPT

—

ST I TG

i1

Discovery

N

T1562 Impair Defenses: Disable or Modify Tools [
T1518 Software Discovery: Security Software

5809c8109a48980feflf216cc37e6aba
78cab7a75414e26871263a5391033908

| BT

— SHA256~HASH /\ VW'RATT@:l

= = = 4 = =

* Leverages “install_wim_tweak.exe’
* Unhides Microsoft OS packages
 Removes Defender

DESCRIPTI®N

)

Il

THT]

[ ]GOSECURE

BN C\Windows\system32\cmd.exe

Registry Tweak Tool v1.4.7.8
for Windows 6.x
Created by Michal Wnuowski
Concept by Aviv@@@msfn / 1ite8@MDL----
Modified by LegolashZo

MountPath : Online
Starting
Writing to Log (Packages.txt)
Ending

Registry Tweak Tool v1.4.7.0
for Windows 6.x
Created by Michal Wnuowski
Concept by Aviv@@@msfn / 1ite8@MDL----
Modified by LegolashZo

: Online
"Windows-Defender"

MountPath
Component :

Starting
aking Ownership...
Editing 'Packages' subkeys
Modifying registry completed suces
lemoving 'Packages’...



DCONTRO®L (AKA DEFENDERCONTROL) rlGosEcuRE

ATT&CK
T1562 Impair Defenses: Disable or Modify Tools |-

| T1518 Software Discovery: Security Software
Discovery

CUSED BY Y

6606d759667fbdfaad6241db7ffb4839
d2c47b88a20120446f41e916cad77dob

— ==

42/71 B

VT RATI®O B8

[ UMIES

i

SHA256~HASH Disable Windows Defender

" " Enable Windows Defender
* Disables Defender and unloads its

driver
 Documented by The DFIR Report

Open Security Center Menu ...

DESCRIPTION



https://thedfirreport.com/2020/12/13/defender-control/

GAMMADYNE MAILER

TUSED BY ATT&CK =
= T1598 Phishing for information |
- T1566 Phishing E

1883b2ab48321bdf58de973063f5a700
cfd4f39bd3b483efe314cc514ec777e3

11/70 E

SHA256~HASH VT RATI® =

"{' 3 ITIIITN)

Phishing, spearphishing and spamming

tool

% Gammadyne Mailer

[JGOSECURE

File Options Database Tools Logs Test Tracking Wizards Interface Window Help

0 @ (-

New  Open  Save
Project  Project  Project

Welcome.

I =B = 8B

Send Incoming
Send oy Incoming "2

@ Content
M . Headers
— E’} Text Body
- [Hy HTML Body
':@ Options
@ Embedded Files
= ﬁ Attachments
@ Mailing List
—?: Database
':.m-clauses
&@Setup
— a Recipients
—:g Exclusions
—'g'.!,' Filtering
—:g Remove

L&Opticns

B4 send

— e Delivery
— k Logging
FEd Details
— g0 Throttles
= ES Scripts
“ Servers
£ smTp
@ ons

=6 Incoming

[ = P

@ T & & & 0 B

Lookup  View Add  Change Preview
Recipients Results  Recipients Recipient Recipients

= ®
Single Test Test
Send Incoming  SMTP

2 @

Tracking

Report | =P

Simple
Scheduler Templates (7"

From: I
Reply-To: I

cc I -

% Welcome

BCC: I
Subject: I

Sender (bounces arrive hi

© same as From

© Specific sender: I

[ Reading confirmation [
O Expiration date: E
O List-Unsubscribe: [

Welcome to Gammadyne Mailer 51.0
Please choose how email should be sent. New projects will use your choice as a default.

Option #1: Indirect Delivery

Gammadyne Mailer can relay email through an intermediate mail server. This could be your business's, your ISP's, a free email
service like Gmail, or a rented mail server.

© More Info

© Use Indirect Delivery

EEOE | AREEE

Option #2: Direct Delivery

Gammadyne Mailer can send email directly to each recipient using its internal SMTP engine. However, this is not possible on all
computers,

© Possible?

© Use Direct Delivery

‘ @ cancel

H L% Tutorial

=]
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AND MO®RE...
Thieves
- *  XMRIig (cryptominer) Barbarians @
Monetizing browsers (Websidia, Netbox) . KPort Scan .
) &afﬁr;ohe(tjlzer  NLA checker
) orlawin « Mimikatz
 AlexaMaster Ad .
«  Honeygain dashboard vance canner
« STORM
Rangers « OK Prog Proxy leecher
¢ Change pass one click « Spotify proxyless brute checker
« Soft Perfect Scanner or
Miscellaneous netscanold .
« Telegram Bot API toolkit « RDP Cracked by Arman
* |PVanish « Brute XML

* Time restart reloaded (Chrome extension)
 Backset




T@@L CLASSIFICATI@N BY []GOSECURE
®BJECTIVE

Fraud InfoStealer System Discovery
2% 1% 2%
By Proxy
2%
Protection .
3%

Scanning and
attack
48%

Download
9%

Communicatio
1%

Enabler
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m CRYSTAL BALL

They are humans after all
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THE PARTY
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TAKEAWAYS

Researchers: RDP is ripe for attacker study

Blue Team: Consume the |IOCs, roll out your own
traps

Law Enforcement: Lawfully intercept the RDP
environments used by ransomware groups.

[f the attackers fear getting caught on camera, they
will be more careful which will slow them down.



BLUE TEAIM TAKEAWAYS (CONT.)

[]JGOSECURE

* No Internet-exposed RDP systems .

 Change the Administrator username

* Prevent the use of weak passwords

« Rate-limit the connections

« Good Internet Citizen: Prevent outbound RDP iInthe DMZ
to prevent attackers from pivoting
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ONE MORE THING

PyRDP is open source -

Now, our FQ RDP capture
parser is too!

Analysis at scale




THANK Y®U!

QUESTI®NS?

Olivier Bilodeau

obilodeau@gosecure.net
@obilodeau @

https://gosecure.net/blog/

Andréanne Bergeron

abergeron@gosecure.net i n

o (4 ©

https://nsec.io

See you at the

jeremie@tunghat.ca


mailto:abergeron@gosecure.net
https://gosecure.net/blog/
https://www.linkedin.com/in/andreanne-bergeron-phd/
https://nsec.io/
https://www.youtube.com/channel/UCOpGrDDCbpf5YSgkeg4NwDA
https://github.com/GoSecure
mailto:obilodeau@gosecure.net
https://twitter.com/obilodeau
https://www.linkedin.com/in/olivierbilodeau/

REFERENCES / 1©C

» |oCs: https://github.com/GoSecure/malware-ioc/

« PyRDP:

https://github.com/GoSecure/pyrdp/blob/master/R
EADME.md#pyrdp-lore

 Newly open-sourced FQ PyRDP replay parser:

ttps://github.com/GoSecure/fg-pyrdp/

[ ]JGOSECURE


https://github.com/GoSecure/malware-ioc/
https://github.com/GoSecure/pyrdp/blob/master/README.md#pyrdp-lore
https://github.com/GoSecure/pyrdp/blob/master/README.md#pyrdp-lore
https://github.com/GoSecure/fq-pyrdp/
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