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Social Media Manipulation

>> The deliberate act of increasing the 

visibility of specific social media posts or 

accounts
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Why Social Media Manipulation (SMM)?

Political Motivations

Positive Reviews

Disinformation

Gain Followers

YouTube Views

Visibility

Bad Reviews on Competitors

Popularity (actors, music bands, influencers)

Revenue (passive income)

Business opportunity

High demand with various customers 
(governments, influencers, private companies) 

Divide or Manipulate Public Opinion

Trolling



In short.
Power and Money



Why does it matter?
Breaks the fabric of our society.

Diminishing trust in our institutions, economic systems and information. 



What does it take to do social media 
manipulation? 
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What is in there for you?

● Gain a thorough understanding of the actors, software components and 
computing resources required to perform social media manipulation.

● Be able to apply critical thinking about social media content.

● Learn about recent developments including social media giants and law 
enforcement actions.





Lowest level: IoT botnets



Linux/Moose
An IoT botnet that conducts social 
media manipulation via a built-in 

proxy and spreads via Telnet 
bruteforcing



Studied for Four Years
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Fronton IoT botnet 

● Research conducted on 
purchased leaked documents

● A disinformation-oriented botnet
● Created by a private Russian 

firm called Zeroday 
Technologies LLC

● Created for and operated by the 
FSB Unit 64829



Fronton Architecture 

● Fronton Botnet
● Orchestration of 

Bots for Social 
Media Called 
SANA
○ Web-based

📹 https://www.youtube.com/watch?v=bATLEMoi_h0

https://www.youtube.com/watch?v=bATLEMoi_h0


SANA Activity

● Contrasts with our Linux/Moose 
research

○ Similar initial hypothesis
○ Different purpose

● Leaked social media activities 
included

○ Positive promotion of a 
specific party in Kazakhstan

○ Negative comments around a 
specific statue in Kazakhstan
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Residential Proxy Services















Residential Proxy Services
Infrastructure Geoip / Whois Powered by 

Malware?

Luminati Leveraging willing participants’ 

phones

Unknown Unlikely

Storm Proxies Debian 8 (Jessie) with Squid Misleading information Unlikely

RSocks Debian 8 (Jessie) with unknown 

proxy

Small unknown ISP Unlikely

High Proxies CentOS/RHEL 7 with Squid Misleading information Unlikely

Valar Solutions Debian 9 (Stretch) with 3Proxy. 

Tunnel between France and USA. 

IPv6.

Legit AT&T Internet 

Services

Unlikely
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RSocks in 2019!?
Infrastructure Geoip / Whois Powered by 

Malware?

Luminati Leveraging willing participants’ 

phones

Unknown Unlikely

Storm Proxies Debian 8 (Jessie) with Squid Misleading information Unlikely

RSocks Debian 8 (Jessie) with unknown 

proxy

Small unknown ISP Unlikely

High Proxies CentOS/RHEL 7 with Squid Misleading information Unlikely

Valar Solutions Debian 9 (Stretch) with 3Proxy. 

Tunnel between France and USA. 

IPv6.

Legit AT&T Internet 

Services

Unlikely



Powered by 

Malware?

Unlikely



RSocks Botnet: What we know

● Millions of infections: Computers, 
Android and IoT

● In operation since 2014 and 
disrupted in June 2022 by Germany, 
the Netherlands, the UK and the 
USA

● Victims of the RSOCKS botnet, 
include a university, a hotel, a 
television studio, and an electronics 
manufacturer, as well as home 
businesses and individuals

● Brian Krebs managed to find the 
operator



Residential Proxy Services

● Luminati became Bright Data
● They power their proxy service via an application branded as EarnApp



EarnApp For Developers

● Replaces ads with a proxy
● Targeted at mobile developers



EarnApp Powers Bright Data



Other Bright Data Activities Include…



Meanwhile in GoSecure’s Honeypots…



A New Actor Appears

● Witnessed in our RDP 
Honeypots

● Makes Easy Money
● Powers Residential Proxy 

Providers
● Let’s call him: Residential Proxy 

Enabler

https://docs.google.com/file/d/1UkGUJOisidSZ-BCML7RKVP9sYMj_KiJ3/preview
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Automation Software

● Manages fake accounts and proxies
● Orchestrate the actions of fake accounts
● Leverages embedded web-browsers
● Regularly updated to avoid detection by social media companies







Automation software
Architecture

Browser

Packer

Our Target?

GramDominator / Socinator

.Net

CEF

Not packed

No socks proxy support

FollowAdder

Xojo / REALBasic

CEF

Obscure Xojo framework

No unlimited accounts

MassPlanner

C++ / .Net

CEF

Themida / WinLicense 2.x

Only one overridable User-Agent

FollowingLike

.Net

BotSocial, a custom browser in .Net

ILProtector

Custom User-Agent feature too recent

FollowLiker

Java compiled to native code

HtmlUnit Java Library

Excelsior JET

Doesn’t interact with Instagram similarly

Architecture Browser Packer Our Target?

GramDominator / 

Socinator

.Net CEF Not packed No socks proxy support

FollowAdder Xojo / REALBasic CEF Obscure Xojo 

framework

No unlimited accounts

MassPlanner C++ / .Net CEF Themida / 

WinLicense 2.x

Only one overridable 

User-Agent

FollowingLike .Net BotSocial, a custom 

browser in .Net

ILProtector Custom User-Agent feature 

too recent

FollowLiker Java compiled to 

native code

HtmlUnit Java 

Library

Excelsior JET Doesn’t interact with 

Instagram similarly



Fake Account Creation Software

● BlueStacks 
Android 
Emulator

● iGramTool 
=>
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Automation Software:
Managing Fake Accounts











Automation Software:
Creating Fake Accounts









Instead of creating, buy fake accounts?
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Reseller panels



Reseller Panels: The Past

SMM Bulk

SMM royal



Sell popularity in bulk

All look alike
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The same… but better.









Passive DNS Queries yields

16 IP addresses

152.228.155.64 to 152.228.155.79 



Number of domains per IP



Number of domains per IP

~5,532 SMM panels total! 
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Panel-as-a-service



Number of domains per IP
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https://docs.google.com/file/d/1Ka-Qq2DRHWZdHEjJ4Zhmn_Ta2SRPcr08/preview
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What is Social Media Giants’ Response?



Social Media Networks’ Response

● Transparency reports
● Clean-up of Fake 

Accounts
○ Sweeps
○ Harder to create 

fake accounts



Our Findings

● Buying followers proved easier and cheaper than in 2016
● Ecosystem still strong with well established supply chain
● Law enforcement demonstrating appetite to target shady proxy 

services and customer-facing sellers



In the end.

Even NATO (2019) says it: 

>> 90% of purchased engagements on social 
media are used for commercial purposes 

It’s all about money.



Thank You ! 
Olivier Bilodeau
@obilodeau
obilodeau@gosecure.net

Masarah Paquet-Clouston 
@MasarahClouston
m.paquet-clouston@umontreal.ca

Enjoy the cocktail! 
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New landscape

Disinformation-for-hire: PR companies are running fake news 
(https://demtech.oii.ox.ac.uk/wp-content/uploads/sites/127/2021/02/CyberTroop-R
eport20-Draft9.pdf )
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