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While waliting, make sure you have a GitHub acc
access the workshop environment T
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Git Hub create account . (| “hittpsy//gitiug.

Workshop environment: https://data -workshop.gosec.co . ”
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https://github.com/join
https://data-workshop.gosec.co/
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Lab Outline 5,\30
re
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A Section 1 z Contextual Information (~15 minutes) ed/.[' .

A Section 2 z Pcap analysis and data extraction (~40 minutes) O/) / /

Lab O z Introduction to Jupyter Notebook

Lab 1 z Explore with Wireshark and extract with  Tshark ( Wi r e s har k A-Bhe ¢ 0 mm:
interface)

Lab 2 z Scale Pcap data extraction with GNU parallel

15-minute break

A Section 3 z Data manipulation and graphs (=50 minutes)
Lab 3 z Manipulate dataframes with network traffic with Pandas

Lab 4 z Graph data using hvplot
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Who am 1?

Olivier Bilodeau

A Cybersecurity Research
Director atGoSecurénc.

A Hacker Jeopardy host for the
NorthSedConference and
CTF

A International public speaker
at events like RSABlackHat
USASecTorHackFestetc.
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Thez 2 NJ & Rrih¢ifles

Berespectful do not hack theenvironment
Askqguestions
Collaborate

Do Io  T» o

Have fun!
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Disclaimer and Copyright

This presentation is part of a workshop conducteddmSecurénc.

Permission to reprint/republish this material or to reuse any part of

this work (outside of your own organizations) must be obtained frot
the authors.

This material including associ_até’«tapsand traffic logs are
. If you are not familiar with the Traffic Light Protocol you
can read about it hereittps://www.us-cert.gov/tlp. Code samples

are under the simplifie iIcense and may besex without
permission.

For further information or clarification, please contact
obilodeau@qgosecure.net
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For years, we have investigated

The Linux/Moose IoT Bothet

d

Linux/Moose
Bothet

That conducted social media frauthainly likes and follows online!

[ ]GOSECURE



#GOSEC

d

Linux/Moose
Botnet
|
O FOLLOWERS k
Constantly No direct Hiding in Large potential
adapting victims plain sight profitability

Stealthy

[ ]GOSECURE

The Linux/Moose Botnet in 2016
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Residential proxy services
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Other parts of theSMM ecosystem studied in 2019
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A Start by explaining the honeypot infrastructure and the data
collected on the Linux/Moose botnet

A Analyze some of the traffic together
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All this with open-sourceiools |
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