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While waiting, make sure you have a GitHub account to 
access the workshop environment

GitHub create account (if you donõt already have one): https://github.com/join

Workshop environment: https://data -workshop.gosec.co

https://github.com/join
https://data-workshop.gosec.co/
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Lab Outline

Á Section 1 ɀContextual Information (~15 minutes)

Á Section 2 ɀPcap analysis and data extraction (~40 minutes)
ÅLab 0 ɀIntroduction to Jupyter Notebook

ÅLab 1 ɀExplore with Wireshark and extract with Tshark (WiresharkɅs command-line 
interface)

ÅLab 2 ɀScale Pcap data extraction with GNU parallel

15-minute break 

Á Section 3 ɀData manipulation and graphs (~50 minutes)
ÅLab 3 ɀManipulate dataframes with network traffic with Pandas

ÅLab 4 ɀGraph data using hvplot
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Who am I?
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Olivier Bilodeau

Å Cybersecurity Research 
Director at GoSecureInc.

Å Hacker Jeopardy host for the 
NorthSecConference and 
CTF

Å International public speaker 
at events like RSAC, BlackHat
USA, SecTor, HackFest, etc.
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The ²ƻǊƪǎƘƻǇΩǎPrinciples 
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Å Be respectful: do not hack the environment

Å Askquestions

Å Collaborate

Å Have fun!
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Disclaimer and Copyright

This presentation is part of a workshop conducted by GoSecureInc.

Permission to reprint/republish this material or to reuse any part of 
this work (outside of your own organizations) must be obtained from 
the authors.

This material including associated Pcapsand traffic logs are 
TLP:Amber. If you are not familiar with the Traffic Light Protocol you 
can read about it here: https://www.us-cert.gov/tlp. Code samples 
are under the simplified BSD license and may be re-used without 
permission.

For further information or clarification, please contact 

obilodeau@gosecure.net. 

https://www.us-cert.gov/tlp
mailto:obilodeau@gosecure.net
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Contextual Information
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For years, we have investigated

The Linux/Moose IoT Botnet

That conducted social media fraud : mainly likes and follows online!  
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The Linux/Moose Botnet in 2016
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Other parts of the SMM ecosystem studied in 2019
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Today

²Ŝ ǘŀƪŜ ŀ ǎǘŜǇ ōŀŎƪΧ

ÁStart by explaining the honeypot infrastructure and the data 
collected on the Linux/Moose botnet

Á Analyze some of the traffic together
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All this with open-sourcetools ! 


