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* Introduction T

* Information leakage
* Hashed email (Gravatar)

* Third party profile integration (Facebook Login)
* Metadata in documents (Image, Keybase)

e Search features (SonarSource, WordPress)

* GraphQL / REST data binding

e Side-channel attacks (Outlook, GMail)

* Conclusion




What is OSINT?

Open-Source Intelligence

“Collection and analysis of data gathered from open sources to produce
actionable intelligence”

In this context, it is unrelated to Open-Source

Open-source refer to online publications, discussion groups and social
media.

Your web application could become an “open-source”.

https://en.wikipedia.org/wiki/Open-source intellisence



https://en.wikipedia.org/wiki/Open-source_intelligence

Information asymmetry
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Leaks and emails

In this presentation, most of metadata leakage are going to either:

* Disclose emails, name, organization, physical address, social network
connection

Why email privacy is important? Largest breaches  Recently added breaches

Collection #1 accounts Give 4“: GiveSendGo accounts
[ ] Th e re a I ity Of pa SSWO rd I e a kS Verifications.io accounts RedDoorz accounts
. Onliner Spambot accounts BTC-Alpha accounts
o AC CO u n t CO r re I a t I O n Data Enrichment Exposure From ShockGore accounts
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Gravatar URLs



Gravatar

Gravatar Is a service
for providing globally
unique avatars.

14 Comments Example of Gravatar integration

- "l punchonpress Jan 31st at 11:24 pm

Thanks for info. | was wondering how | can buy some plugins that have been bugging mw
such as wp bakery

K Liked by 2 people

‘ 0 Tex Feb 1st at %52 am

This is all great features. Has made my turned all of my websites into native apps. | love it. |
won't have to pay dev fees to publish on los or Droid. Connecting my site to jetpack was a
great experience for me. Thanks again for making development more easy.

K Liked by 2 people

| feel it would be useful if all paid plans had access to at least some free or paid plug-ins

W Liked by 4 people



Gravatar URLs

MD5("philippe@confoo.ca") => 06b856f7eel1266fbf86eaa018f5b0906

https://secure.gravatar.com/avatar/
06b856f7eel1266fbf86eaa018f5b09067s=96&d=identicon&r=G

* 06b85617eel1266fbf86eaa018f5b0906 : email hash

* s=96 : image size

* d=identicon : default image if profile is not found

* r=G : Rating (May contains profanity, violence, nudity or drugs)



Sites using Gravatar

* WordPress blogs  StackOverflow
Organization Number of Users Alexa Rank ® Su perUSer‘
newsfeed.time.com 186 1524th

o
vimeo.com/blog 177 170th ASkUbuntU
blog.ted.com 120 1291st o Gltlab
blog.etsy.com 2570 76th . BlthCket
techcrunch.com 57 1754th
wired.com 1052 1525th * SonarSource
devblogs.microsoft.com 1000+ 21st
gblogs.cisco.com 123 824th
godaddy.com/garage 1430 172nd

books.disney.com 14 4436th



Word

press Users

File Edit View History Bookmarks Tools Help

wordpress.httpwn.com/wp-json/v. X g
<« c ‘I'ﬁ @ wordpress.httpwn.com,/wp-jsonfwp/ve /users = D ﬁ @ D @ é}
W Raw Data Headers
Save Copy Filter JSOM
e/
id: 1
name: "superadmin®
url: o
description: o
link: "http://wordpress. httpwn.com/author/superadmin/"
slug: cuperadmin”
avatar_urls:
24 "http://8.gravatar.com/avatar/6e2b22791dFa3cl298687b2887+52a+d ? s=24&d=mm&r=g"
48: "http://8.gravatar.com/avatar/6e2b22791dF83c1298687b2387F52aFd ?s=488d=mmi&r=g"
96: "http://a.gravatar.com/avatar/6e2b22791dFa3cl298687b2887+52a+d ? s=96&d=mm&r=g"
meta: [1]
_links:
self:
.
hret: "http: /s wordpress., httpwn. com/wp-Json/wp/v2/ users,/1"
collection:
a:
href: "http: S wordpress. httpwn.com/wp-json/wp/ w2 users™




The risk

* When an URL is exposed, you should considered that the hash email
can be reversed. 60%+ of all registered account were

* The risk need to be evaluated based on the information attached to
the users.
* |s the user anonymity important?
Could the metadata affect the user elsewhere?
IP / Geolocation : Located individual, Targeted Phishing
Company name : Target attack to employee of a specific company
Phone number, email: Building clients list (spam list)

More info : https://www.gosecure.net/blog/2021/03/02/emails-disclosure-on-wordpress/



https://www.gosecure.net/blog/2021/03/02/emails-disclosure-on-wordpress/

Credential Stuffing

An adversary tries known username/password combinations against
different systems, applications, or services to gain additional
authenticated access.

Your application Leak / External Source
name username

role




Recommendations

* Avoid using Gravatar if user anonymity is important
* |f the avatar are not shown publicly, the risk is much lower.

* Download the image server-side rather than pointing to Gravatar
service

* Implement/Integrate a second factor for authentication



Login with Facebook

(Also applies to other SSO)



Login with Facebook & Graph API

When integrating Login with Facebook feature, it is possible to obtain

the email, the full name and a profile image.

The profile image comes in the form an URL.

https://graph.facebook.com/XYZ/picture
https://graph.facebook.com/XYZ/picture?height=256&width=256



Can image be linked back to a Facebook
profile? (1/4)

Strava Cyclist Profile | 1 x +

& 0 8 https;//www.strava.com/athletes/ s

STRAVA (), Dashboard ~»  Training Explore ~~  Challenges

el

[w ﬂ Console Elements Recorder & Sources MNetwork Performance Memory Application Security Lighthouse

F cheader id="global-neader”».</headers
<div class="messages” id="system-messages-is"> </ div:
P odiv class="messages’ F. dive
v :odiv class="page container”:
i tbefore
¥ odiv id="athlete-profile” str-trackable-id="CgoIF7IBBQiyqilc">
viodiv class="profile-heading profile section”:
¥odiv class="svatar avetar-gthlete avetar-xl" title="Yves L">
¥ div class="avatar-content”:
viodiv class="avatar-img-wrapper":
e <img class="avatar-img" src="https://graph.facebook.com/18153156376428757 fpicture?heipght=2568width=356"> == %@
ofdive
<fdive
<fdive
wodiv class="row">

i tbefore
¥odiv class="spans3":
<hl class="text-titlel athlete-name” title="Subscriber Since: 1 Jun 2828"»¥ves L</hl:
¢div class="athlete-title"> </sdiv>



Can image be linked back to a Facebook

profile? (2/4)
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Can image be linked back to a Facebook
profile? (3/4)

* Both URL will return the same picture byte for byte
* Public profile : http://scontent-yyz1-1.xx.fbcdn.net/v/...
* Graph API (FB Login): https://graph.facebook.com/XYZ/picture

Word compare of #4 and #6 (10 differences) - O X
Length: 9,003 O Ted () Hex Length: 9,020 O Text | Hex
HTTP/2 200 OK HTTP/2 200 OK

Last-Maodified: Fri, 17 Nov 2017 14:18:01 GMT
-Haystack-Needlechecksum: 4266045420
-Needle-Checksum: 4239677137

Last-Modified: Fri, 17 Mov 2017 14:18:01 GMT
-Haystack-Meedlechecksum: 4266045420
-Needle-Checksum; 4239677137

Content-Length: 8554 ntent-Type: image/jpeg

Centent-Digest: adler32=934826090 ntent-Digest: adler32=934326000

Cross-Orinin-Resource-Policv: cross-origin ina-Allow-Origin: *
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Can image be linked back to a Facebook
profile? (3/4)

In order to correlate the profile picture from the Facebook Graph API to the one
from public profile, the attacker needs to crawl multiples profiles and keep
either a signature from the image or the FBMD code from the image.

Your application Facebook profile
Profile Image —— D fi|e Image
username Full Name
Location
Employer
Affiliation




Metadata in documents



Example #1: Metadata in Image

Filter: Hiding HTML, script, XML, C55, general text, flash and general binary content

# 4| Host Method | URL | Params | &
L4 L4 L4 5 http://bits. wikimedia.ong GET /static-1.24wmf18/skins/common/images. .. O
Potential information
* Geolocation
* Image path
Camera Copyright  Location EXIF XMP Maker Notes  ICC
* Software version
Camera Author and Copyright Location
Make samsung UserComment Latitude 45 501389 North
Model SM-GS30W8 Longitude T73.565 West
Exposure 114 Altitude 26 m Above Sea Level
Aperture 1.7
Focal Length 4.2 mm
1S0 Speed 200
Flash Mo Flash

ELE AL UMWDY DT U




Example #2: Keybase

&«

a troyhunt (Troy Hunt) | Keybase X +

& ﬂ' 8 hitips://keybase.io/troyhunt

troyhunt
Troy Hunt

Pluralsight author. Microsoft Reglonal
Director and MVP for Developer
Security. Online security, technology
and “The Cloud™. Creator of Have |
Been Pwned.

Australla

s OSSR OD €«

Your

5 devices

troyhunt

troyhunt

troyhunt

troyhunt
havelbeenpwned.com
asafaweb.com
troyhunt.com
troyhunt*keybase.lo
121CEyDDEewZfp7mpFLd)

Chat with 1

cnversation will be end-to-

) _ W — O et
a https:/fkeybase.io/_fapif1.0/user X +

& C 1) & https//keybaseio/ fapi/1.0/user/lockupjsonusermnam.. &8 o @ W f :

{"status":{"code":8, " name": "OK" }, "them": [{"id": "5b1=299759%dd653ea52eb577318153019" , "basics”
{"username”: "troyhunt","ctime":1453812159, "mtime"” : 1565618758, "id_version":565,"track_version":7,"1
ast_id_change":1642859595,"username_cased"” :"troyhunt™,"status":0,"salt" : "facsffbed?73c2ef58308295e6
d57eb7a","eldest_segno”:1},"profile”: {"mtime" :null, "full_name":"Troy
Hunt","locatien":"Australia®™,"bio":"Pluralsight author. Microsoft Regional Director and MVP for

Pwned “},”puhllc keys":{"all_| bundles ————— ion: Keybase
OpenPGP v2.8.49\nComment:
https://keybase.io/crypto\ni\nxsFNBFanaiQBEADSV+EOG]sDoglyso9LK20jioloHZ ICdYitvgAY 2l zy T w7 TURT \n8pn
DUz Fwf2nT2IMEKmgY3du+P7 32 klzWYaCtbSE@VNgBEHNNVTO0E]71ZLdazG \nFIDIYeXr@iuZidHSwrl1L@bkItBIMN3cE2ikN
theairdC3/isqqicQBIpBPI/t38xb \nE2rhBDy4WNgrBeX/46C0evsRpdV2xwtuhSvQdHHZXPEIAS4Q0t IZsAPQALCGA4+d \nD
Jefclsaz2WswC3Ci21APMbSvpIROgb LCHOGOFd2Zned CiIFED3/ N1RUP ZNMxmS8MY \nj6mih5IqbT116XaDPE0yEMgHC 1Q/811rM
+7efRHExVEBmluT4x+FORBNIhLcfCI7t\nHz JddPS+NrCK2I4§ 2MYISWy2ZnQkgetTalFSe]j6BdZuFdr+xqh3dTChEQXQ4kgE®,
nNERSWxCZTFXGUMPSkK FyutkCsBv+HWbYV+eKbt LhbZF Xda8t 9vgBMgVIpvScBEQVZK \n34WdBYoauV2ewxFZvXYT pcKyDS+vgus
C449mveprIHRX]1egqtPeIvwiDcoPQ2d2\n7LH+FIVEzgU+/@8rdoank 1bCBS X7 7 148HNMBAOYE 3ewTREVxqjtWlvAaiqIQD2]
E'ntIn/ORKgh3kwgOLVoA+UEQRx7He 128055,/ uf { JPulFbt 1/ RhWOSABDLcBQARAQAB \NzSBUcm3SIER1bnQgPHRYE 3 lodWs g
GhwdGlhakwuy 29t PsLEJAQTAQoAHEUCYdq \nJATbAWMLCQcDFQoIah4BAhe AA XY CAQIZAQAK CRABAAZTSp2b2USEEADr 1EXSK
H73\nrFTeviGB07 gUegUdbfhinvCMpa®X7HHKQCY ImvBGHIoGEQF S rdA54tvX 15 gy ccHx \nSY ShwIMUxK /HqEdWNh55d5VTort
+RunhlKCirpihoPY&g5+ lax/dmaoj42713k]s4aE0E0t2MPkT3h70WUiDe
+CBhh\ns86bkKq2XBUSgt W e dY'L 2UF5z5r IPvd 96+ k4vEk
t/fwjwCtt3fyZsteQas] i sb2LDuCrGZOxiyEFXEVZ1S
ABTtHTS\n217h/rzHOQ5N W 1NTDzHOdKecqsyb+F3ysATY
HY1MGI+fgCcB27uQbpDe Z6+VsVUBTFMsvHgalrelBsLH
eudHvhqEUYN924+CVPEr1Y Z i ehnjvylVipgmcArwiRrebtXyY
4rmkCLj7uuE4s7ATQRWp2okaADgzAwS/ FAxYABacaK+QK \nkky8RwHRwzy QX s1/wpb/HIST®®L qsFgugeCYwNSY loiQrkl TkeD/
FoxwlViwidphnzGy3filzqUXyKaQsN/PAYuXEBY rgcBzQjTES I mjud ZNy ZAe Ecms 3btuhYiJ+EQ W\ nSUs zuBLv+pe0312N8Yg
rktl1Q/3LvkSekkhlvcAKRdo IUE4+UTHao O /mkZkLnLy WY D nrdD21ry2aeBl1Gq i tINHT 303 Lm/ ImjUQGKWEaXLegba+RmHWS 3N EA
Velx]5Rg/PENS \nWKkS15qy0I%hvUesaAEM]ILGeXSCyIB4ewYhlMIgdIrY TyZdQSvz FEQVFX 26/ hby \nkSATwWARAQABWSKER
BgBCgAPBQIMp20kBQKPCZwAAhSMASKIEAHI TZPmnZyawF@g \nBBKECgAGBQIWp 20kAADTEOKP L4z pn /wQCpMIAIggSCeVMbbFd
IMmYdpzZeI1SMZI\nIwsSUly+44PeulCnzSYz fyI64VaKSz ZqwljniNdzqadxSwIpdgmhIxplE24575GmrH\nUSTr 1M 5GdofP7
I1zGF /Of@vY+TroD+TSIHK1gjnThwsirites1ZbagwitNGOcaV \nSNOWDQxgSs0V0s zUKDUNE] 2y hO3Mgu+4XhLGi16§117171
dSonrSwLGRHj4t1ye\nbZz5f5CIibhrM3nREbny @D0AKpPGREYSbLodZSBFOX1 IodkEmgOuuTAWIYEL7iT W npChGBkEmqua gt
JeKeZ+tvkgMalAomhiBr3s3LDuleTdhbBufkrabnzs8crMyQg/ /\nbPRIZM+5SZ581KUKBLubhXX] /NTabRK@5] /ELQt71piB2F
L7z7/PnPRELANUFPExi\no7HSC77E83RT4mMBBHCdBWECLE 2WIoPesGRTE o4/ CalmzKquR3oj f5AD juvak+e JMh ngibeOHIMIW=ZU
8212@V1XFPFJ]HVCN]EFUXGlIGngHOHWVQlHZDVJLIHbNTSYd4?1\nNBlb?TDLUdHUPGKHyG]cfEPNfKSth4NnaItVUu9w1u

FTPYKnuYFEQIYﬁdFﬂ?+ﬂ1ﬂ1IKFHQMHMarKh7nBQ1ﬁfSnanaFIkarXM\nnYh+a:HhYdM1EﬂaﬁhﬁHUcHnP1Hna?PTTFﬂ?PfUXIH




Example #2: Keybase

PGP Key include:

* Header metadata (Versions + Comment) g

* Key information
e Algorithm
* [ssuer
* Key value

e User ID (Usually the user email)

EX Command Prompt

. drmor
. difmor

ion 4, algo 1, cre:

hashed s
hashed
hﬂqhﬁd

r: BEGIN F-up BUBL

Version:

ymment: h
6 hlen=3 plen=525




Recommendations

* |[dentify documents or files that are likely to contain metadata

e Strip metadata from images upon upload
* Unless your service is a cloud hosting provider



Search features



Search features

Private information might not be shown on your application but, could
be queried through search features.

Attacker Does the user has a field Application
with “514-123" ?
Does the user has a field

Z with “514-124” ? User Entity
Username
Full Name

contains the given string.

No! ... Yes! Josh phone Address x

( Phone number

—




Example #1 SonarQube / SonarCloud

% GET api/users/search

Get a list of active users.
The following fields are only returned when user has Administer System permission or for logged-in in user ;

e ‘email’
. 'EItE'mﬂllleﬂtlt}f' sonarcloud.io/apifusers/searchfg=| > +
e ‘externalProvider’
1 ] :” |. J i f ? = ili ' .u
* 'groups &« O (@ EJ https;;sunarclnudm,rapuusers,fﬁearc)lq philippe.arteau@gmail.com I
™ '|agt{:c|n N E'Eti':"n Date' JS0M Raw Data Headers
» ‘tokensCount' save Copy Collapse All Expand All W Filter 1SON
w paging:
pagelndex: 1
pagesize: 58
total: 1
v USErs:
v a:

login: "h3xstreamggithub™

name: "Philippe arteau”




Example #2 : WordPress users endpoint

u fwp-json/wp/v2/userstsear: X -+

— s tﬁ} E] S - 500 W vZ fusers?sea rc)'I:j eanfrancoiscyr@wv I

JSOM Raw Data Headers

Save Copy Collapse All Expand &Il 7 Filter JSOM
v 8.
id: 71
name: "Jean-Francois Cyr”
url: e
description: o
link: " ‘author/i£/"
slug: "3f

w gvatar_urls:

w 24 "https://secure.gravatar. com/avatar/c4asss2 e s e S=24%0=mmir=g”
w 43 "https:/ secure. gravatar, com/avatar/c4a5e52 NN EEEY  EEE Bl =458 0 =mmEr=g"
v OE; "hitps:/Ssecure, gravatar., comSavatar/c4a99s52: - ._ . dr=0sfd=-mmir=g"
meta: [1]
acf: [1]
w links:

w self:

v @

href: | | Ywp - json/wp/ w2 users /71"

w collection:

v g



@ GraphQL

(and REST endpoints)



REST Data binding

@Entity @Controller
public class UserEntity { public class UsersController {
@Id @RequestMapping("/users")
private Long id; puinZI UserEntitylgetU(@RequestParam(”id") String id) {
private String username; return ...
private String fullName; }

private String address;
private String ip; [...]

[...]



GraphiQL | P

fo I T W [ - S WY [y Ny

W Ca

18

12
13

d d

d

GraphQL

=

__type(name:
name
fields {

name

type {
name
kind

Prettify
"Person") {

Merge

“data": {

History

"name”: "talks",
t}rpE": { IIt}I‘PE“: {
“name": "Person”, néme - PUIl’
"fields™: [ "kind": “LIST"

i H
IlnamEII: Ili-dllJ
“t'_'."pE“: {} ]

9 ;

{ }
"name”: "name", A
“t:l.l'pEll: {

"nam=": null,
"kind"™: "MON_MNULL"
¥

}s

r

More info: https://graphgl.org/learn/introspection/



GraphQL

GraphiQL ':K b,;:' Prettify Merge History

1+ query{ " {
2 persons { v "data": {
3 name , v "persons”: [
4 address . 8.
5 |} {
& |} “name”: "Jlosh™,
7 "addressz": "137& =mith Road"
Ts
1
"nams": "Simon™,
"addressz": "482 Mesa Drive”
Ts
1
"nam=": "Audun™,
"addressz": "2867 Rivendsll Driwve"
Ts
1
"nams: "Truls™,
"addressz": "4765 Star Trek Driwve”
Ts
1
"nam=": "Maria”,

"address": "284 White Avenue"

Is



Recommendations

* Avoid binding of persistence class directly to endpoints
* Prefer separate data class

* Audit public classes for unexpected private or sensitive information
» Address, IP, password, third-party account disclosure (FB, Google, Github), ...

* Look for search API that could be queried with private information
* Reconsider complete users enumeration as REST/GraphQL endpoint?



Side-channel attacks



Side-channel attacks

* A side-channel attack is any attack based on information gained from
the implementation.

 Another channel can provide an extra source of information.

e Channel usually refer to
* Timing information
* Power consumption
* Electromagnetic leaks
* Sound

* Here I'll be referring to different systems or protocols.



« Side-channel » leaks

Get information on specific user using a private PII.

The attacker will succeed by sending a user identifier and receiving
details on another channel about this user.

Protocol 1 System 1

Protocol 2 ¢
System 2




Example #1: Web Mail Client

1. The attacker imports
spoofed emails through

either SMTP. (Some provider smTp | Email Server

allow pull from external
mailbox in POP3 or IMAP)

2. The attacker view the

HTTP t

crafted email through the
web interface to see if the
identify were enriched with
additional information. (Full

Web Interface

name, organisation, ...)



Example #1: Web Mail Client (Outlook)

kmitnick@mitnicksecurity.com
o v 5 © >

kmitnick@mitnickse...

Kevin Mitnick- 2nd

The World's Most Famous Hacker | CEQ | Author | Professional Speak...

=1 Send email [ X
il‘l Henderson, Nevada = 500+ connections
View Linkedln profile for kmitnick@mitnicksecurity, P =
Contact >
o o _ Overview Contact Ermail Files Linfgedin
B kmitnick@mitnicksecurity.com
Show more o
Highlights

B Linkedin > % 26 mutual connections

You and Kevin Mitnick both know Tanya Janca, Madhu Akula, and 24 others

@ % 26 mutual connections
Experience

Experience

CEQ and Chief "White Hat' Hacker

CEQ and Chief "White Hat' Hacker i Mitnick Security Consulting

Mitnick Security Consulting Jan 2003 — P £
an 2003 - Presen

Worldwide
Show Linkedln profile



Example #2: Git repository

1. The attacker imports

commit with spoof

emails.

2. The attacker view the

commits through t
interface to see if t

e web
ne

identify were enric
with additional

ned

information. (username,
full name, organisation)

Git

HTTP

Git Repository

!

Web Interface




Conclusion



Recommendations

On your next threat modelling...

dentify APl that could return sensitive information.
dentify APl that could be queried with sensitive information
dentify third party integrations (ie: Facebook Login, Google Account,

Gravatar, etc.)

 See if the risks matter for your application and context

In your code...
* Avoid security by obscurity (base64, unsalted hash)



Forewarned is forearmed

Users that are aware of those leakage are more likely to take
precautions.

Examples:

* Knowing that your FB account will be linked to multiple websites,
avoid publishing sentive information such as your address, affiliations

or even full name.

* Create separate account to avoid identity correlation. (Creating
multiples Gravatar/Github/Bitbucket account rather than one.)
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Blogs/tools on similar topics

* Gravatar risk assessment on Wordpress.com/Gravatar.com
* https://blog.h3xstream.com/2021/03/emails-disclosure-on-wordpress.html

* Hardening tests for Wordpress related to Gravatar

* https://blog.h3xstream.com/2021/03/6-ways-to-enumerate-wordpress-
users.html

* Linkedln deanonymization example
* https://blog.h3xstream.com/2021/04/deanonymizing-linkedin-users.html

* Ghunt: Google account investigation tool
* https://github.com/mxrch/GHunt



https://blog.h3xstream.com/2021/03/emails-disclosure-on-wordpress.html
https://blog.h3xstream.com/2021/03/6-ways-to-enumerate-wordpress-users.html
https://blog.h3xstream.com/2021/04/deanonymizing-linkedin-users.html
https://github.com/mxrch/GHunt

Privacy acts around the world

 GDPR (EU)
* https://gdpr-info.eu/art-5-gdpr/

* CCPA (California)
* https://oag.ca.gov/privacy/ccpa

* Loi sur la Protection des Renseignements Peronnels (Québec)
* https://www.legisquebec.gouv.qc.ca/fr/document/lc/P-39.1



https://gdpr-info.eu/art-5-gdpr/
https://oag.ca.gov/privacy/ccpa
https://www.legisquebec.gouv.qc.ca/fr/document/lc/P-39.1

