' Dark What? Demystlﬁer le buzz via la
presentatlon d'un outil open-source et
- l'analyse des donnees trouvees |
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Avertissement

Sujet sensible pouvant choquer certaines personnes
Aucune promotion

N’encourage en aucun cas les actions illegales sur le
Dark Web

Le but de cette presentation est d’informer les gens sur
le sujet



Agenda

Comment fonctionne Tor

Comment fonctionne les “Hidden Services”

GoSecure FreshOnions

Analyse
- Drogue, armes, vente de faux papiers, etc.
Boites mysteres/Mystery boxes
Marche & Forums
Pornographie juvénile, trafic d’humain et Red Room

Conclusion



Qui suis-je ?

Felix Lehoux
e Etudiant a UETS
e Chercheur en cybersécurité chez GoSecure (R&D)

e Membre de la délégation des competitions informatique
de UETS (DCI)



Sondage

- Qui a deja entendu
parler du Dark Web?

- Qui est deja alle sur
le Dark Web?



TOR

Chemin du client au serveur est forme de plusieurs
noeuds

Noeud intermeédiaire connait le noeud precedent et
suivant

Effectuer requete prend plus de temps, car doit parcourir
plusieurs noeuds
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Hidden Services

Connection entre le client et le serveur sans connaitre
l’identite de chacun

Fonctionne avec un “point de rendez-vous”



lere etape

TOF onion Services: Step 1

Step 1: Bob picks some - -~

introduction points and —_—
builds circuits to them.

Introduction points
&€ rubiic key
One-time secret
_ Rendezvous point

https://2019.www.torproject.org/docs/onion-services
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lere etape

TOE onion Services: Step 1

Step 1: Bob picks some —
introduction points and -

Lv) Tor cloud
A Tor circuit

Introduction points

m Public key

C]

2ere etape

builds circuits to them.

https://2019.www.torproject.org/docs/onion-services

Té' Onlon Services: Step2 [

Step 2: Bob advertises
his service --
XYZ.onion -- at the
database.

|
1

Alice

5 | Torcloud
N

A Tor circuit

Introduction points
€D rubiic key
(cookie) One-time secret

AR IEEl Rendezvous point



https://2019.www.torproject.org/docs/onion-services

3ere etape

Tf Onion Services: Step 3

Step 3: Alice hears that

XYZ.onion exists, and she

requests more info from

the database. She also

sets up a rendezvous =
point, though she could
have done this before.

P

Q Tor cloud

AT Tor circuit

Introduction points

€2 rubiic key
One-time secret
- Rendezvous point

https://2019.www.torproject.org/docs/onion-services
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TOE onion Services: Step 3

Step 3: Alice hears that

XYZ.onion exists, and she
requests more info from

the database. She also

sets up a rendezvous —

L_,) Tor cloud
AT Tor circuit
Introduction points

€D Fubiic key

Lere etape

C]

point, though she could
have done this before. /"

https://2019.www.torproject.org/docs/onion-services

TOF onion Services: Step 4

Step 4: Alice writes a

message to Bob

(encrypted to PK) listing

the rendezvous point E
and a one-time secret, = =

and asks an introduction ...
point to deliver it to Bob.

7 N

5 !

-, Tor cloud

A Tor circuit
Introduction points

m Public key

(cookie) One-time secret

_ Rendezvous point



https://2019.www.torproject.org/docs/onion-services

5ere etape

TOE onion services: Step 5

Step 5: Bob connects to E

the Alice's rendezvous —_—
point and provides her
one-time secret. // T,

Q Tor cloud

A Tor circuit

Intreduction points
& rubiic key
One-time secret
- Rendezvous point

https://2019.www.torproject.org/docs/onion-services
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Téf Onion Services: Step 5

Step 5: Bob connects to _m

the Alice's rendezvous
point and provides her
one-time secret. AT

'Lv) Tor cloud

A Tor circuit

Introduction points

m Public key

s

C]

6ere etape

https://2019.www.torproject.org/docs/onion-services

Téf Omon Services: Step 6 [

Step 6: Bob and Alice
proceed to use their Tor
circuits like normal.

) Tor cloud
A Tor circuit

Introduction points
wadl B rovic oy

—_— (cookie) One-time secret
pa - GG Rencezvous point



https://2019.www.torproject.org/docs/onion-services

INDEX FAQ JSON SRC STATS -- 3208 certified fresh onions, 103 in the last 24 hours.

B inc. never seen B alive only ( ®n0a @ genuine ® rake ) B show subdomains
B show th default B search title 1118% B natch phrase

search:
search for title, email, bitcoin addr or onion domain. means genuine, means a fake clone site. domain status is , problems or . showing 500 of 4807 results. [JSON
BE R T 283 AR5 087880010 == ((I(0>

Onion Title [ Visited At Last Up
(i) Galaxy3 28 min 27 min 27 min
(i) n Dir 55 min 55 min 55 min
(i) OnionDir 55 min 54 min 54 min
(i) Hire Hacker 55 min 53 min 53 min

u 56_min 53 min 53 min

00 min 51 min 56 min

6 Jn 52 min 52 min

fuck@the5y5tem:~$ 56 min 52 min 52 min

FINANCIAL TOR 56 min 51 min 51 min

. Best Financial Service 56 min 51 min 51 min

Best Financial Service an hr an hr an hr

A1) an hr an hr an hr
(i BDSM GIRLS an hr 60 min 60 min
(i) ProjectRoot Chat an hr 59 min 59 min
(i) an hr 59 min 59 min
i) an hr 58 min 58 min
(i) an hr 58 min 58 min
il.. Topic Links 2.0 an hr 56 min 56 min

(i) 24 Porn Videos - XONIONS an hr 56 min 56 min
an hr an hr an hr

PARADISE - FEIRIERS BMRILE BHRXE REME an hr an hr an hr

(i) 3trg OnionDir an hr an hr an hr

=n hr an hr an hr



Son origine C]

- Qu’est-ce qu’on dit de moi ou de ma marque sur le Dark Web?

- Utile pour les testeurs

- Ce que le Dark Web cache (Google du Dark Web)



Schema de U’infrastructure C

Tjﬁ Chercher toutes les chaines de caracteéres
\( ' contiennant ".onions"

Retourner le contenu Crawler / Scraper Retourner les sites .onions trouvés Internet
- reddit.com
- thehiddenwiki.org

Darknet

- Informations compromettantes » . - deepweb-site.com

- Drogues Réutiliser l'information Sauvegarder l'information _ onions.danwin1210.me
- Armes _

- Comptes bancaires :

- Cartes de crédit

Base de Données / Elasticsearch

Effectuer une recherche 1 Afficher les résultats

Visualiser l'information collecté

e——

Interfaces Web Utilisateurs




Fonctionnalites:

- Indexer le contenu des pages visitees

- Recherche dans le contenu indexe

- Liens entre les differents domaines

- Path intéressant (/admin.php, /phpmyadmin/, etc.)

- Detection d’adresses courriel, Bitcoin

- Pivoter avec une adresse courriel, Bitcoin ou un path. (Commun
sur differents domaines)

- etc.



HOUSTON Problémes rencontrés [ ]
- Documentation initiale

- Regex d’adresse Bitcoin et courriel

- Version d’Elasticsearch non
compatible (< 6.0)

- Dependances manquantes dans le
fichier requirements. txt

- 1 script Bash pour un script Python

- Requiert beaucoup de temps pour
qu’il soit operationnel

- Difficile de “crawler/indexer” le
Dark Web




“Dockerizer” ce projet C]

Moins de temps de maintenance

Une procédure d'installation
beaucoup plus facile et simple a
faire

Facilement deployable sur
differentes machines

Meilleure séparation des services
(haproxy, privoxy, scrapy,
elasticsearch, Kibana, MariaDB,
etc.)
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INDEX FAQ JSON SRC STATS -- 3208 certified fresh onions, 103 in the last 24 hours.

B inc. never seen B alive only ( ® n/a [ ] genuine ® fake ) B show subdomains
B show th default B search title 1118% B natch phrase

search: GO >>>
search for title, email, bitcoin addr or onion domain. [G] means genuine, means a fake clone site. domain status is alive, problems or . showing 500 of 4807 results. [JSON1
Co T 28 3 (48 BN 7RO S0 > (10

Title Added Visited At Last Up
(i) g Galaxy3 28 min 27 min 27 min
(i) Dir 55 min 55 min 55 min
{1) OnionDir ’ 55 min 54 min 54 min
{)h Hire Hacker o 55 min 53 min 53 min
() = CREDITCARD CENTER 56 min 53 min 53 min
(1) dumps MORE COMEING SOON 56 min 51 min 56 min
(1) 2 p.. CCshop PayPal 56 min 52 min 52 min
1% 9! fuck@the5y5tem:~$ 56 min 52 min 52 min
(i) j FINANCIAL TOR 56 min 51 min 51 min
(d) s . Best Financial Service 56 min 51 min 51 min
(i Best Financial Service an hr an hr an hr
L) K ) an hr an hr an hr
(i) onion BDSM GIRLS an hr 60 min 60 min
(i ProjectRoot Chat an hr 59 min 59 min
(i) evbuy an hr 59 min 59 min
(i) xsyt an hr 58 min 58 min
(i) 7bxr an hr 58 min 58 min
(i) a . Topic Links 2.0 an hr 56 min 56 min
{1) Porn Videos - XONIONS an hr 56 min 56 min
(i) x ] an hr an hr an hr
1) onion PARADISE - FEIRIERS BMRILE BHRXE REME an hr an hr an hr
(i onion OnionDir an hr an hr an hr

aninn =n hr an hr an hr



Quoi faire avec toute cette information 2?2? C]

ol )
DATA EVERYWHERE

eeeeee .org



Quoi faire avec toute cette information 2?2? C]

A r

1
DATA EVERYWHERE



Agenda de ’analyse []

But de cette analyse
Drogue, armes, vente de faux papiers, etc.
Boites mysteres/Mystery boxes
Marche & Forums

Pornographie juvenile, trafic d’humain et
Red Room




But de cette analyse

- Eclaircir la compréhension du Dark Web

- Repondre aux differentes questions des gens

Qu’est-ce qu’on peut trouver sur le Dark Web?

Est-ce que c’est dangereux?

Caressemble a quoi?

Est-ce que c’est possible d’y aller si on n’a pas de mauvaises
intentions ?

- Presenter le contenu du Dark Web d’une maniere neutre



Les Classiques

.

Darknet
; - Drogues

- Armes
- Faux documents
- Tueur a gages

- Multiplicateur de Bitcoins

** En grande quantite **




Drogue RITDRIIGS

DPRIUGS FOR

BITCOINS

Pure Cocaine 90%

Weight: 1 gm
Categoty: Stimulants
70 USD=0.0087 B

_ pq Add To Cart

Pure Cocaine 90%

Weight: 25 gm

BITDRUGS

BITDRUGS

Pure Cocaine 90%

Weight: 2 gm
Categoty: Stimulants
130 USD=0.0162 B

-X Add To Cart

BITDRUGS

Amphetamine

Weight: 10 gm

BITDRUGS

Pure Cocaine 90%

Weight: 5 gm
Categoty: Stimulants
320 USD=0.0400 B

X Add To Cart

BITDRUGS

Amphetamine

Weight: 50 gm




Drogue

RITHRIIAC

DPRIIGS FOR BITCOINS

Showing 1-10 of 26 results

U-47700 HCI 10G Black Tar Heroin 3g
e $325.00
$399.00

v

T oan [ reser J_rres |

Sort by popularity v
- i —
| x ‘
*;
o
. y J
Benzocaine 1000g Lidocaine 1000g
(pure) (pure)
$384.00 $490.00
Pure Cocaine 90% Pure Cocaine 90%
Weight: 2 gm Weight: 5 gm

Categoty: Stimulants
130 USD=0.0162 B

x | Add To Cart

Categoty: Stimulants
320 USD=0.0400 B

x | Add To Cart

BITDRUGS BITDRUGS
Mephedrone 10G Alice in V ) ) | .
$162.00 T, $2,690.00 Amphetamine Amphetamine
$315.00 Weight: 10 gm Weight: 50 gm




Drogue

Catalog

Showing 1-10 of 26 results
CANNABIS

SEEDS CANNABIS

COCAINE
ECSTASY
LSD

METH

U-47700 HCI 10G
(pure!!)

$399.00

Black Tar Heroin 3

$325.00

XTC - Blue

Mephedrone 10G

(PURE) Punisher 100x
$162.00 (290MG)
$315.00

Question/Answer

Cart

Contact

$ 39.00
Pure Love - Cannabis 20g

™ Add to cart

hi

J

9.00

C

10 X F.C. - Ecstasy

Shiva Shanti [I® X20 - Seeds Cannabis

™ Add to cart

$ 39.00

x10 LSD (Acid / LSD Tabs) 250ug

™ Cart(0)

$ 33.00

Synthetic Coke 1g

™ Add to cart

$ 59.00

5 Gram CRYSTAL METHS PURE




Stimulants

Product

1g pure Cocaine

2g pure Cocaine

5g pure Cocaine

25g pure Cocaine

10g pure Speed

50g pure Speed

100g pure Speed

5g pure Crystal Meth

10g pure Crystal Meth

50g pure Crystal Meth

50g MDMA Crystals

100g MDMA Crystals

Uncut cocaine and speed!
We are shipping from germany and france every day.
We have the best stealth packaging on the market and are shipping worldwide

Price Quantity
75 EUR = 0.01032 B 1 b4 Buy now
130 EUR = 0.01788 B 1 b4 Buy now

250 EUR = 0.03439 B 1 i Buy now
950 EUR = 0.13068 B 1 X B;v now |
90 EUR = 0.01238 B 1 X VBuv now |
390 EUR = 0.05365 B 1 i Buy now
650 EUR = 0.08941 B 1 3y Buy now .
120 EUR = 0.01651 B 1 X e E
200 EUR = 0.02751 B 1 3y Buy now
1 bq Buy now

800 EUR = 0.11005 B

140 EUR = 0.01926 B 1 2 Buy now

220 EUR = 0.03026 B 1 bq Buy now

Cart Contact

$ 39.00
Pure Love - Cannabis 20g

™ Add to cart

Shiva Shanti [I® X20 - Seeds Cannabis

™ Add to cart

hi

J

0
7.

00

C

10 X F.C. - Ecstasy

$ 39.00

x10 LSD (Acid / LSD Tabs) 250ug

™ Cart(0)

$ 33.00
Synthetic Coke 1g

™ Add to cart

5 Gram CRYSTAL METHS PURE




AK47 BLACK LAMINATE

Price: 0.0986 BTC

ot L o v

SAVAGE MARK II TRR-SR 22 LR

Price: 0.0877 BTC

@ SEY e

TSS CUSTOM AK 47 AKMS

Price: 0.1644 BTC

ot T o v

BARRETT M98B 20"

Price: 0.1096 BTC

ot L o o

Price: 0.2192 BTC

o L o o

BARRETT MRAD 24.5"

Price: 0.1862 BTC

o L oor o]




Armes

AK47 BLACK LAMINATE

Price: 0.0986 BTC

ot L o v

DEEPWEB _GUNS STORE

B oo

.“‘

Market | Wallet (0.000 BTC) | Cart | Info | Support | Log

TSS CUSTOM AK 47 AKMS

Price: 0.1644 BTC

>

SAVAGE MARK II TRR-SR 22 LR

Price: 0.0877 BTC

BARRETT M98B 20"

Price: 0.1096 BTC

(o ] oy |

Caliber: 9mm

Weight: 1.7 pounds

$475 (0.059584 BTC)

amount

DLF’ICH MARKET Guns

%

*Qur web address is. guns357en77acwck.onion Check it
before ordering. If in doubt, email Watch o
for clone sites that steal your bitcoin.**

siFhank you for chiposing us for yodr arms needs. W have large collection of gunsfand equipments#

for.you to choose from. All of our guns and equipments are brand new and have been
checked thoroughlyfor defects. We want you to feel'safe when you're purchasing frem us.

We ship‘ all of our items with FedEx Standard Overnight within USA and FedEx International
Prioftity for countries outside of USA. All shipping cost is free - as we have already added into
the price

All of our guns are brand newand 100% gun-oil free. So it clears custom without any issue.
apart and shipped inside computer case or other item. All purchases comes with instruction for

assembling and maintaining your equipments. Due to the openness of this website, we cannot
tisclose exampleof the package™ " .

Please enter the amount you wish to purchase below and fill in the form. (BTC
value updates periodically via BTPAY)

more photo)
NEW! CZ P-07 DUTY 9MM

Capacity: Two 15 round magazines included
Barrel: 4" Cold Hammer Forged

0

more photo)
COLT MUSTANG POCKETLITE .380
Caliber: .380 ACP
Capacity: Two 6 round magazines included
Barrel: 2.75"

Weight: 11.8 ounces unloaded

$570 (0.0715008 BTC)

amount 0

(more photo)
GLOCK 19 GEN 3
Caliber: 9mm
Capacity: Two 15 round magazines included
Barrel: 4" Cold Hammer Forged

Weight: 30.2 ounces loaded

$470 (0.0589568 BTC)
amount 0 <




Armes

AK47 BLACK LAMINATE

Price: 0.0986 BTC

ot L o v

>

SAVAGE MARK II TRR-SR 22 LR

Price: 0.0877 BTC

Price : $800

CZ Scorpion Evo 3 S1
Price : $750

AK_A47/Kalachnikoyw Enll Auto

Beretta M92

Price : $550

Glock 26 Gen 4

Price : $550

HEK ISP A8

is guns357en77acwck.onion Check it
n doubt, email Watch o

steal your bitcoin.**

/odr arms needs. Wee have large collection of gunsfand equipments#
hur guns and equipments are brand new and have been
cts. We want you to feel'safe when you're purchasing from us.

FedEx Standard Overnight within USA and FedEx International
of USA. All shipping cost is free - as we-have already.added into

ind 100% gun-oil free. So it clears custom without any issu

uter case or other item. All purchases comes wit struction for
your equipments. Due to the openness of this website, we cannot

Vg

hase below and fill in the form. (BTC
cally via BTPAY)

(more photo)
CKETLITE .380 GLOCK 19 GEN 3
Caliber: 9mm
Rgazines included Capacity: Two 15 round magazines included
Barrel: 4" Cold Hammer Forged

Weight: 30.2 ounces loaded

$470 (0.0589568 BTC)
< amount 0 5




GUN SHOP 2019 BONUS HOME CONTACT GUNS

DELIVERY WORLDWIDE FAST AND SECURE!

100%HARPPY.CUSTOMERS!
ESCROWAIS ACCERTED!

SEE PRODUCTS

H Raed wer
T I .~ & .
‘ AK Kala Auto HK p 0



ANOTHER BIG SURPRISE FOR YOU!

WE HAVE THE SOFTWARE WHO CAN DELETE YOURS CRIMINAL RECORDS ALL AROUND THE
WORDL!

SOFTWARE WAS CREATION OF THE MOST BRAVE HACKERS IN THE WORLD!

THIS TIME YOU CAN BE FOREVER FREE!

CONTACT US IF YOU HAVE ANY OTHER QUESTION!

(




Faux documents L

T D CID €D UK Passports

Your UK Passport - Name of your choice!

INGDOM OF
AT BRITAIN

We are selling original UK Passports made with your info/picture.

Also, your info will get entered into the official passport database.

So its possible to travel with our passports.

How we do it? Trade secret!

Information on how to send us your info and pictures will be given after purchase!

You can even enter the UK/EU with our passports, we can just add a stamp for the country you are in!
Ideal for people who want to work in the EU/UK.

Product ) Price J Quantity J

Your original UK passport with your info/pictures 017 B ux




Passports ID Cards

th

[spo
i in
jur p
youl
) ) A&l Product Price Quantity
Product Price Quantity fork i
Lithuanian Passport 2650 EUR=03698 |1 X Szect 1D Card 1000 EUR=01398 |1 X
Netherlands Passport 3150 EUR=04388 |1 X Netherlands ID Card 1150 EUR=0.168 |1 X

Denmark Passport 3150 EUR=04388 |1 |X Denmark ID Card 1150 EUR=0.168 |1 X
Great Britain Passport 4000 EUR=05578 |1 X French ID Card 1150 EUR=0.16 B 1 ‘ X
Canada Passport 2500 EUR=0348B |1 X Lithuanian ID Card 1000 EUR=0.1398 |1 X




Tueur a gages

Incorporated
professional hitmen Anyone

Home How it works Pricing Order Security Frequently Asked Questions Contact

to intermed e bu E n customers rir

f security

lilding
gun and a hooded j

fe and allot

pect you

24 Members C egistered be yrig ler Incorporated




Tueur a gages




Tueur a gages

Show all death body materials

Security Service|




Tueur a gages




Multiplicateur de Bitcoins

@ 100x Your Coins in 24 Hours - Officially Hidden Service Anonymous

*x *

—
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How to multiply your Bitcoins
hundredfold in aday?

No matter how secure and innovative would be Bitcoins, they are just some bytes on a digital storage medium-and they
can be copied as well as any digital information. We've thoroughly studied the Bitcoin client fromswithin and have found an
almost imperceptible but very significant flaw (associated with the commission), using it we have committed.a Bitcoin
transaction in which the recipient has received more Bitcoins than the senderhas sent. Unfortunately, the difference is not
so great (about 196) and if you make only one transaction by a small amount-your capital will not increase much, but if you
make transactions permanently and by a large amount, you can get rich very quickly.

We've discovered this flaw recently and have not yet managed to win ajet, but every day we multiply ourmoney
hundredfold times and want to do it more. We all understand that suchia,freebie ean not.continue for adot of time and this
flaw will be found and corrected in the near future, but until that happens; we wanttowin as much as possible. That is why
we have launched this website, where you can make an investment and we will multiply it twenty times. Half of this money
we will give to you, it means that your investment will'bg retugned to yourhunderfold in the next 24 hours.

All you have to do is to transfer some Bitcoins to address-listed below (We'do not accept investments below 0.005
Bitcoins) and your investment will be muttiplied hundredfold and will be transferred to your wallet within' 24 hours.

Pay 0.01 BTC today, get 1 BTC tomorrow

Bitcoin address for making deposit




Multiplicateur de Bitcoins

@ 100x Your Coins in 24 Hours - Officially Hidden Service Anonymous

*x *
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How to multiply your Bitcoins
hundredfold in aday?

No matter how secure and innovative would be Bitcoins, they are just some bytes on a digital storage medium-and they
can be copied as well as any digital information. We've thoroughly studied the Bitcoin client fromswithin and have found an
almost imperceptible but very significant flaw (associated with the commission), using it we have committed.a Bitcoin
transaction in which the recipient has received more Bitcoins than the senderhas sent. Unfortunately, the difference is not
so great (about 196) and if you make only one transaction by a small amount-your capital will not increase much, but if you
make transactions permanently and by a large amount, you can get rich very quickly.

We've discovered this flaw recently and have not yet managed to win ajet, but every day we multiply ourmoney
hundredfold times and want to do it more. We all understand that suchia,freebie ean not.continue for adot of time and this
flaw will be found and corrected in the near future, but until that happens; we wanttowin as much as possible. That is why
we have launched this website, where you can make an investment and we will multiply it twenty times. Half of this money
we will give to you, it means that your investment will'bg retugned to yourhunderfold in the next 24 hours.

All you have to do is to transfer some Bitcoins to address-listed below (We'do not accept investments below 0.005
Bitcoins) and your investment will be muttiplied hundredfold and will be transferred to your wallet within' 24 hours.

Pay 0.01 BTC today, get 1 BTC tomorrow

Bitcoin address for making deposit




Multiplicateur de Bitcoins

@ 100x Your Coins in 24 Hours - Officially Hidden Service Anonymous

All'you haye to do is o transfer some Bitcoins to address listed below (we do not accept investments below 0.005 Bitcoins)
and your investment will be multiplied hundredfold and will be transferred to your wallet within 24 hours.

s
No matter how secure and innovative would be Bitcoins, they are just some bytes on a digital storage medium-and they
can be copied as well as any digital information. We've thoroughly studied the Bitcoin client fromswithin and have found an
almost imperceptible but very significant flaw (associated with the commission), using it we have committed.a Bitcoin
transaction in which the recipient has received more Bitcoins than the senderhas sent. Unfortunately, the difference is not
so great (about 196) and if you make only one transaction by a small amount-your capital will not increase much, but if you
make transactions permanently and by a large amount, you can get rich very quickly.

We've discovered this flaw recently and have not yet managed to win ajet, but every day we multiply ourmoney
hundredfold times and want to do it more. We all understand that suchia,freebie ean not.continue for adot of time and this
flaw will be found and corrected in the near future, but until that happens; we wanttowin as much as possible. That is why
we have launched this website, where you can make an investment and we will multiply it twenty times. Half of this money
we will give to you, it means that your investment will'bg retugned to yourhunderfold in the next 24 hours.

All you have to do is to transfer some Bitcoins to address-listed below (We'do not accept investments below 0.005
Bitcoins) and your investment will be muttiplied hundredfold and will be transferred to your wallet within' 24 hours.

Pay 0.01 BTC today, get 1 BTC tomorrow

Bitcoin address for making deposit




Multiplicateur de Bitcoins

@ 100x Your Coins in 24 Hours - Officially Hidden Service Anonymous

All'you haye to do is o transfer some Bitcoins to address listed below (we do not accept investments below 0.005 Bitcoins)
and your investment will be multiplied hundredfold and will be transferred to your wallet within 24 hours.

4

No matter how secure and innovative would be Bitcoins, they are just some bytes on a digital storage medium-and they
can be copied as well as any digital information. We've thoroughly studied the Bitcoin client fromswithin and have found an
almost imperceptible but very significant flaw (associated with the commission), using it we have committed.a Bitcoin
transaction in which the recipient has received more Bitcoins than the senderhas sent. Unfortunately, the difference is not
so great (about 196) and if you make only one transaction by a small amount-your capital will not increase much,, but if you
make transactions permanently and by a large amount, you can get rich very quickly.

We've discovered this flaw recently and have not yet managed to win ajet, but every day we multiply ourmoney
hundredfold times and want to do it more. We all understand that suchia,freebie ean not.continue for adot of time and this
flaw will be found and corrected in the near future, but until that happens; we wanttowin as much as possible. That is why
we have launched this website, where you can make an investment and we will multiply it twenty times. Half of this money
we will give to you, it means that your investment will'bg retugned to yourhunderfold in the next 24 hours.

All you have to do is to transfer some Bitcoins to address-listed below (We'do not accept investments below 0.005
Bitcoins) and your investment will be muttiplied hundredfold and will be transferred to your wallet within' 24 hours.

Pay 0.01 BTC today, get 1 BTC tomorrow

Bitcoin address for making deposit




Boites Mystéres/Mystery Boxes C]

- Concept des boites mysteres
- Pourquoi ce concept fait tant le buzz
- En quoi le Dark Web est touche par cette “MODE”




C’est vraiment un BUZZ 29

TYRRTY Dow Canm wehh

| Opened A Mystery Box From the DARK WES An ACTUAL HUMAN
PAST WAS INSQOE 3

Jaskinho ©
FALCNNTR

10 BOSTES DU DARK WEB MYSTEREUSES OUVERTES PAR DES
YOUTUBEUHS | Lama Faché

ONT BUY FISS OFF THE DARK WEDR. ., *scarnest pel I've ever

—

(B00Y PARTS) DPENING SURPRISE DARK WED MYSTERY 80X
*QONE WRONG*



http://www.youtube.com/watch?v=DQqJItRByJA
http://www.youtube.com/watch?v=DQqJItRByJA

DO NOT
ORDEKR!

COPS
CALLED

Buying A Real Dark Web Mystery Box Goes Horribly Wrong!!! Very
Scary!

Mind Seed TV ilyalan

So Today | finally received the package | ordered about a week ago from the Dark Web. | wanted to know if
this new hype was real ..

Sous-titres

MOST SHOCKING DARK-WEB UNBOXING I'VE DONE

Crypto NWO & il y a 5 mois

Watch Part 2 Here: https://youtu.be/g5muOthGciA Follow me on Twitter @KryptoNWO https://twitter.com
/KryptoNWO?s=09 This ...

Sous-titres

THE WORLDS BIGGEST DARK WEB MYSTERY BOX OPENING (WE
FIND SOME SCARY STUFF)

=,

HypeMyke @

5,1 Mvues| il ya 12 mois

Subscribe to my channel: https:/www.youtube.com/channel/UCvG-
3yOLfVD8ETddTa_6fpw?sub_confirmation=1 Follow my ..

| Opened a Mystery Box From the Dark Web & it was a BIG Mistake...

Kiera Bridget @ ilya1tan
this.. was... weird.... 222?22 dont DO THIS BUYING A MYSTERY BOX OFF THE DARK WEB!! (GONE WRONG)
After buying a ...

Opening a Real Cursed Dybbuk Box (Gone Wrong) Very Scary Demon

Box 3AM
~ il y a 9 mois

Mind Seed TV
I ordered a real dybbuk box online aka Demeon in a box and ran a few tests on the box! The results are very
scary and creepy.

Vidéo similaire Sous-titres

Buying a Real Dark Web Mystery Box Part 2 - What's on The Thumb
Drive? Very Scary

Mind Seed TV ~ ilya1an

After Uploading the original video | kept the camera rolling...here’s the footage So Today | finally received
the package | ordered ...

Vidéo similaire Sous-titres




Exemples de sites

Mystery Boxes

What is in these boxes?

Mystery Boxes - are parcels with hidden secret. These are the boxes that are so popular on youtube. In any of
the boxes can be anything! From harmless toys and expensive gadgets, till such horrors from which you may
vomit. This is something unforgettable!

We carefully collect every box, trying to impress each client. We can get absolutely everything and send it to you
by Express delivery in a black box!

Now youtube is littered with videos of unpacking boxes from the dark net. Of course, most of them are fake, but
among popular bloggers there is a video of a real box openings.

The Boxes

$37 $99 $380




Exemples de sites C]

Mystery Boxes

What is in these boxes?

Mystery Boxes - are parcels with hidden secret. These are the boxes that are so popular on youtube. In any of
the boxes can be anything! From harmless toys and expensive gadgets, till such horrors from which you may
vomit. This is something unforgettable!

Mystery Boxes - are parcels with hidden secret. These are the boxes that are so popular on youtube. In any of
the boxes can be anything! From harmless toys and expensive gadgets, till such horrors from which you may
vomit. This is something unforgettable!

The Boxes

$37 $99 $380




b X2 7T.
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Mystery Box — random valuable things from Deepweb! Have some fun and get some
stuffl

Deepweb Mystery Box — as seen on YouTube!

What's inside?

Mystery Box Classic

Below is a table of chances for certain items to be in your Mystery Box Classic. You
may only get 1 (one) item per category maximum. ltems with 100% chance are
guaranteed, additionally, you may get 1 (one) more item of that category. Every Box
may contain some other stuff for fun thatis not listed in the list below (legal).

Mystery Box Mystery Box Mystery Box Mystery Box
Classic S Classic M Classic L Classic XL
Deepweb Stuff

1000 VISA P! d
$ repal WA 65% 8006 -
Card

$150 Random Gift Card 50% 65% 80%
50z Silver Bar 15% 30% 45% 65%
50z Gold Bar 5% 20% 35% 55%
5oz Palladium Bar 5% 20% 35% 55%

Phones & Tablets
iPhone 8 20% 35% 50% 70%

Ordering form

Mystery Box Classic S

299%

0.0326 BTC
227LTC
1.159 ETH

Quantity:

Mystery Box Classic M

599%

0.0653 BTC
4.54LTC
2322ETH

Quantity:

Mystery Box Classic L

1499%

0.1634BTC
1136 LTC
581 ETH

Quantity:

Mystery Box Classic XL

3499%

0.3813 BTC
26.51LTC
13.562 ETH

Quantity:

Electronics Mystery Box M

1999%

0.2179 BTC
1514 L7C
7.748 ETH

Quantity:

Electronics Mystery Box L

3999%

0.4358 BTC
303 LTC
155ETH

Quantity:

Gaming Mystery Box M

499%

0.0544 BTC
3.78LTC
1.934ETH

Quantity:

Gaming Mystery Box L

799%

0.0871BTC
6.05LTC
3.097 ETH

Quantity:

DeepWeb Mystery Box M

499%

0.0544 BTC
3.78LTC
1.934ETH

Quantity:

DeepWeb Mystery Box L

799%

0.0871BTC
6.05LTC
3.097 ETH

Quantity:

Music Mystery Box M

499%

0.0544 BTC
3.78LTC
1.934ETH

Quantity:

Music Mystery Box L

799%

0.0871BTC
6.05LTC
3.097 ETH

Quantity:

Apple Mystery Box M

1999%

0.2179 BTC
1514 LTC
7.748 ETH

Quantity:

Apple Mystery Box L

3999%

0.4358 BTC
30.3LTC
155ETH

Quantity:

Mystery Box by Shadow Shopper

499%

0.0544 BTC
3.78LTC
1934 ETH

Quantity:




Ce que je pense de tout ca ?7??

Amount Transaction in US$
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Bitcoin Incoming Transactions on a Mystery Box Bitcoin Address
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Forums []

- Moyen de communiquer anonymement

- Dark Web n’est pas necessairement du contenu illegal
- Des regles ??

- Une continuiteé des marches

- Sujets precis vs ouverts




Hack the galaxy 3

Hack the galaxy 3 5 like

By pianist 50 days ago Replies (23)

hack-the-galaxy
Welcome to Hack the galaxy 3 challenge!

[This is not a request to hack our website. Please read below]

This time around, the task is to build an onion web application. The requirement is pretty much the same as the
previous competitions (here and here), but no static sites this time.

What is considered to be a web app is best explained here https://en.wikipedia.org/wiki’Web_application
Prizes:

1st place: $35 USD in BTC

2nd place: $25 USD in BTC

3rd place: $15 USD in BTC

Sponsors of our competition are @Lameth, @eyez and @alcatraz

| accept the donations for the prize pool. PM me if you want to donate.

Rules:

1. No illegal content.

2. Only new web apps can participate

3. Your web app must be your original work. Branded open source projects may not apply.

4. Competition ends on 1/10/2019. The deadline is open for a discussion. We may allow more time.

To make your submission, either comment here or send me a private message.
If you are having trouble with hosting your own onion, comment here and someone will be able to help you.

Hosting: | encourage you to host your own stuff, since setting up onions and everything related is all part of the
fun. However, if you're having trouble with it, don't want to expose your machine / VPS and / or for any reason
you don't want to use the dHost, PM me, and | can make a special arrangement for you.

If you cannot reply to this post, you'll have to join the Programming Group first.

Galaxy3

Orienteé informatique
Competition

Evenement pour la
communaute

Membres du forum sont
plus unis

Regles strictes



Hack the galaxy 3

Hack the galaxy 3 15 likes

Galaxy3

By pianist 50 days ago Replies (23)

14

21

3

The terms of service are pretty much following the rules. 3)

1) No images of children. Including 3D or cartoon. Use your common sense, if in doubt ask before you post. DO NOT ask for these things either, you will be

M banned.

2{ No public commercial trade. We don't want Galaxy3 turning into a market place targeted by Government agencies. Even harmless commercial trade will
not be allowed, because what might be Tegal in your country may not be legal in another. This includes advertising, job offers, scams, or buying goods and
services.

3. No pornographic content and / or gore in public areas (This includes sites linking to illegal content). Legal (18+) pornography / erotica and gore are
allowed in closed groups.

4. Images and avatars are considered public content, so rule 1. and rule 3. apply.

5. No doxing or posting anything that may endanger someone.

6. Do not solicit members into committing a crime. This includes, but not limited to, hacking and carding requests.

7. Do not advertise criminal internet resources (clearnet or hidden) - by linking to them on the wire, in a blog post, in a group or other. This includes, but not
limited to, the sites that contain illegal pornography, fraud, illegal vendor shops and markets.

8. Be respectful. Galaxy is a respectful community, allowing Freedom of Speech. Harassment will get you banned. Too much disrespect will get you banned.
Use your common sense.

9. Do not spam. This is self explanatory.

10. Do not scam. This includes cyber begging. If you're running a legit charity, please consult the staff before advertising it.

11. Do not advertise extremist / terrorist material. If it's considered extremist / terrorist anywhere on the globe, it will be deleted and result in insta-ban for the
user posted.

12. No public sex ads. This is not a dating site. The posts on the wire / groups / blogs will be removed. Repeated offenses will result in deletion of your
account.

13. My word is law. If | decide something, that is what it will be. | will have the final say in everything. | am also open to discussing the rules. | too make
mistakes, | am human as well. | will not ban you if | disagree with you, you can approach me with concerns, and we can talk about it. | am a very open
minded person. If you feel treated unfairly, come to me. | want Galaxy3 to be for everyone.

yOU CannoT Teply 1o INTS PoST, yoU T TTave 1o oI TNe FTogTamiming GIoup TSt |




Forums orientes marche

Discussion orientes achat/vente
d’objets/services

Permets de discuter des vendeurs

Une extension/continuite d’un
marche

FORUM

Forums

& CAVETOR

Subforums: Rules and news , Suggestions and Questions , Escrow service

& General Forums

Subforums: General Discussion , Security & OPSEC

& Market Discussion
Discuss darknet markets here.

Subforums: Drugs , Cards, WU, PP , Electronics , Other

@ Vendor Introductions
Vendors please introduce yourselves here

Subforums: Drugs , Cards, WU, PP , Electronics , Other

& Hacking
Security, Virus, Crack

& Service
Miscellaneous services

& Adult
Photos, videos, links

& Non-English

Subforums: French , German , Italian , Chinese , Polish , Portuguese , Russian , Spanish , Turkish

Activity

Threads: 11
Messages: 11

Threads: 53
Messages: 75

Threads: 24
Messages: 28

Threads: 17
Messages: 18

Threads: 12
Messages: 29

Threads: 9
Messages: 16

Threads: 19
Messages: 24

Threads: 26
Messages: 29

Latest posts = Newest threads

Last post

in thread: Counterfeit USD - High quality
USD Counterfeits - Best USD counterfeits
on the market - buy fake USD banknotes
with Bitcoin(wickr: caregivers420)

20 march 2019 from blackdeals

in thread: buy western union transfer and
cloned credit cards
(qualitydocuments@protonmail.com)

20 march 2019 from blackdeals

in thread: Buy Nembutal Pentobarbital
Sodium from a legitimate vendor without
prescription. email
caregiverd20@protonmail.com

20 march 2019 from blackdeals

in thread: buy botox injections
online(caregiver420@protonmail.com)
20 march 2019 from blackdeals

in thread: where to order high quality
counterfeit money that looks like real
money . buy fake euro and usd
banknotes via (wickr: caregivers420)
20 march 2019 from blackdeals

in thread: SELL CVV/BANK
LOGIN/DUMPS Track 1&2/TRANSFER
WU/PAYPAL--—- My adress : — Email
realdocuments@protonmail.com

18 march 2019 from donkimgs123

in thread: Are you looking for a cool
girl?Hire...Rent or Buy one now 6-25
years old (Virgins ,simple.alcoolic and on
drug girls )

19 march 2019 from Williams

in thread: Buy crack Cocaine online|buy
pure Cocaine online| buy Coc| cocaine
for sale online

19 march 2019 from Williams




Marchés C]

Fonctionnalites interessantes
- Authentification (Login Form)
- Authentification a 2 facteurs (2FA)

- Utilisation d’un “Escrow”




Marches avec VS sans authentification

e Possibilite de suivre les colis/commandes
e Possibilite de noter U’appreciation d’un vendeur
e Sentiment de securite

e Doit communiquer avec le vendeur par courriel
e Difficile d’avoir du “feedback” des experiences des
autres utilisateurs



2-Factor Authentication

- Pas sur tous les sites

- Normalement: Email, Numero de telephone,
application,etc. = probleme

- Ne doit pas permettre de connaitre Uidentite de
l'utilisateur

- Avec cle publique et cle privee



2-Factor Authentication C]

A0 = o) B sign Out

To turn on the Two Factor Authetication you will need to add PGP key first!

P PGP Key
Become Vendor GO TO MARKET!
¥ Wishlist

Settings
W R IMPORTANT TIPS & FIRST THINGS TO DO!

2 Messages

1 - First add your BTC address at the bottom of this page so you can recieve payments or refunds!
£ Notifications 2 - Add your PGP key to secure your account well, and when added activate 2FA!

3 - Change the currency to your prefered one so you see the prices of all listings as you want!
& Bitmessage




2-Factor Authentication L

A0 = ©0) BN sign Out

Logged in as [Logout]

A
- BTC: 0.00000 / LTC: 0.00000 /
‘ Em p I re M arket XMR: 0.00000 [My Autoshop]

BECOME A VENDOR BALANCE FEEDBACK FORUMS SUPPORT

a Update Profile f:‘i

a My Information

Sorry! Public key is required for two-factor authentication.

Here, you can edit your profile information including your password. store name, ICQ and PGP key. Be careful to avoid putting information that
may reveal your true identity, such as real-life website, name or any piece of information that would allow somebody to find out who you really are.
We value the privacy and safety of our users. Please note that your username cannot be changed. You can leave the password fields blank if you
do notwish to change it.




2-Factor Authentication

% TWO-FACTOR AUTHENTICATION

BN sign out

This account has two-factor authentication (2FA) enabled. For additional security, please use your PGP private key and decrypt the message ) Y

below. Enter the 20 characters in the box below to proceed. If you lost your private key or put the wrong public key in your profile, please make a Logged in as " [Logout]
throwaway account and create a support ticket with reasonable proof of ownership. BTC: 0.00000 / LTC: 0.00000/

XMR: 0.00000 [My Autoshop]

Please note that 2FA is mandatory for all vendors on the market place. If you are a vendor and are seeing this, this is normal.

wFBAAACMA2e650DKKSShAQPBAG68pBhtoI+DiTUFZ6Y11SGAHCV2WRVOIrudectExf8Htlecf6as
3+UsUanDYVRrohSOP1L8H7F+6weWF9ce@xTaBQbkadlyYkYzmyrN3cetyi7aoD3YtwgYYPEOJAKL
DbmEtZu3JBrorswktzcUOGRAQVK+4AhO1AZSNMK2B1jB/WAAAIWDM3GQO7TEKTCBA/9EL1/Y7SON

e /6bFdtxx6pL1cIbCISXC7YPASIFUPKeXYPOVQH79XpdiixriGtTtwtaXMwPIOELJUZCVUBGPHiNYB
& Update Profile kMbg+s25BeMbr qCZU2MsptY J+1aAQ0/ FWLGHYENFIQUS0aCQXVhE86CTRIOF TOYHT FViMECSLYFT f:'i
MVKRCa8YACH/AAAA]APVDKNOMSUNCAEEAIW31jMXYZGOXvaILX8J0IS5UgBV+wATaou18Y/z+N6J
4NQEOTULhTY1iXbI6t]jfwMyZhtG2bj8aLN/hN1IH3BpbMgMWgQXZquguvapNovPZcatBP7UgJzQQIS
Z6KzMjgCpD2pSkGi36jHIESVILVSVAAABVMRWOTj091fVMAPGFSpOVBAAAErAZSOBXAet FjwBLtSN
L+9hCkQwWoynvwWPF7DSIx+iBayNmgnt JS0ADZFSAJz3hed4sAauGtcqwnUtog6rXuZLSqmGKDyvegC
76U46GQSNXCVMACOSDV2rw/8ueSMMWE1IT6UbL9uaUhGXSayIRghcK8abeIgAIbtF1gP1kdu+giiN
sKbauzv3z00Js/KrHtEAhUEF775TxKT9pBy6+D/KIZLalYFE2M8Q6rShoDo7HAWhTFJivS]joeONu
qlznNvgmCiAGRPGIASMAKXWIPhAQYNQT8BVbTYGQX7hXqR7EEIFKIUIbynMeM90Vigak1ioK0ZIM

fPnkPvC/WNCGOyQpevf5iUaFQaamIvMijJIM/ fkp4PwLIJO3ufgbxe8znyICed4eIwo96T jGLOUM
WCU=

=00ax

ption that
leally are.

Security Code: Ank if you




Utilisation d’un “ESCROW?”

Personne/Compagnie tierce

Permets de securiser les fonds
durant ’echange

Prends un % de la transaction
(entre 1-5%)

Possibilite de ravoir son argent,
mais besoin de preuves




Avertissement

Les sujets qui vont suivre sont sensibles et peuvent choquer
certaines personnes. N'hesitez surtout pas a quitter si tel
est votre choix, je respecte votre decision.



Pornographie juvenile, Trafic d’humain, Red Room |::|

- Statistiques (Pornographie juveénile)
- Ce qu’on peut trouver (Trafic Humain)

- Concept + analyse plus approfondi (Red Room)

** TorScraper ne sauvegarde que le contenu brut (HTML),
donc AUCUNE image/vidéo **



Pornographie juvenile

Verification si titre du site contient un ou des mots
“bannis”

Liste de mots bannis = mots en lien a la pornographie
juvenile

A ce jour, 177 sites bannis, mais il en a beaucoup +

Pourquoi en aurait-il plus ?



Trafic d’humain

- Site vendant les “services” de filles pour une duree
specifique

- Filles entre 14-18 ans



Trafic d’humain

Slave Girls for Cash - Hire a slave girl

FULL ESCROW !l

The girl is brought to the place you choose

To have a slave girl contact slavegirls@XXXXXXXXXXXXXXXX

Hire for 15 days: 1490€/1590$

Hire for 30 days: 2790€/2980%

The slave girl will fulfill ALL your wishes 24/7 for the specified period of time

Sharon, age: 16, from Hungary, Currently Available
Bonnie, age: 15, from Romania, Currently Available

Jolanda, age: 17, from Poland, Currently Available
Chloe, age: 15, from USA, Currently Available

Jenny, age: 16, from USA, Currently Available
Karina, age: 16, from Poland, Currently Available
Jess, age: 15, from USA, Currently Available

Miki, age: 15, from Russia, Currently Hired, NOT Available

Michelle, age: 16, from France, Currently Available

Annie, age: 17, from Poland, Currently Available

Judith, age: 17, from France, Currently Available

Irina, age: 17, from Russia, Currently Available

Katy, age: 17, from USA, Currently Available

Pamela, age: 15, from Ukraine, Currently Available

Virginia, age: 14, from USA, Currently Available

Kim, age: 18, from USA, Currently Available

Nicole, age: 15, from Argentina, Currently Hired, NOT Available

Sarah, age: 18, from Russia, Currently Hired, NOT Available

The girl is brought to the place you choose
If you have particular requests about age, body, ethnicity, etc. ask us

To hire or BUY a slave girl contact slavegirls@XXXXXXXXXX . XXXXXX




Red Room

- Concept

- Ces sites ressemblent a quoi??
|

»

- , s




Red Room










Les raisons pour lesquels je doute de leurs existences?? E]

1- Comment savoir que c¢’est MOI qui a payer et non un autre?

(Ils ont modifie la page pour ajouter un ID, mais ¢a ne change
rien)

2- Utilisation de TOR = processus de communication est plus
lent. La cause est les nombreux noeuds dans la chaine de
communication.

3- Est-ce que les gens payent pour ¢ca?

- Script permettant d'aller chercher toutes les adresses
Bitcoin sur ces sites.

- Montant collecte (en moyenne) 0.002 BTC ~ 23.78 US
au lieude 0.2 BTC “ 2378.38 US.



Les raison: tences?? E]
1- Comme t non un autre?
(Ils ont mo is ca ne change
rien)

2- Utilisatiq ation est plus
lent. La ca chaine de
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3- Est-ce q
- Scri s les adresses
Bitc

8TC ~ 23.78 US

sdBifisnssss



Les raisons pour lesquels je doute de leurs existences?? E]

1- Comment savoir que c¢’est MOI qui a payer et non un autre?

(Ils ont modifie la page pour ajouter un ID, mais ¢a ne change
rien)

2- Utilisation de TOR = processus de communication est plus
lent. La cause est les nombreux noeuds dans la chaine de
communication.

3- Est-ce que les gens payent pour ¢ca?

- Script permettant d'aller chercher toutes les adresses
Bitcoin sur ces sites.

- Montant collecte (en moyenne) 0.002 BTC ~ 23.78 US
au lieude 0.2 BTC “ 2378.38 US.



. Conclusion C]

- Contenu de surface dans le but
de voler/escroquer les gens

- Possibilite d’une section plus

NG effrayante, mais qui est difficile

Deep web ’ d’acces (doit connaitre URL)

- 16 caracteéres =10 %4
- 56 caracteres =1078

Contenu de surface

Dark Web
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GOSECURE
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Merci de votre attention! C]

L3houx
(@L3houx

https://ca.linkedin.com/in/félix-lehoux-78b172161

https://github.com/GoSecure/freshonions-torscraper (Projet Open-Source)

https://www.gosecure.net/blog/author/félix-lehoux (Mes blogs)



https://ca.linkedin.com/in/f%C3%A9lix-lehoux-78b172161
https://github.com/GoSecure/freshonions-torscraper
https://www.gosecure.net/blog/author/f%C3%A9lix-lehoux

Sources

- https://images5.alphacoders.com/835/835260.jpg (Darknet)

- https://assets.bigcartel.com/product_images/206629955/product_image.jpg?au
to=format&fit=max&h=10008w=1000 (Mystery box)

- https://images.sudouest.fr/2016/04/03/57el1047666a4bde778c929eab/widesc

reen/1000x500/reacute-seauxnbsp-darknet-et-terrorisme-de-lrsquo-amalgame-
agrave-la-deacute-sinformation.jpg (Darknet)

- https://miro.medium.com/max/900/0*bVhrBc80uo004R6fu.jpg (Clear - Deep -
Dark Web)



https://images5.alphacoders.com/835/835260.jpg
https://assets.bigcartel.com/product_images/206629955/product_image.jpg?auto=format&fit=max&h=1000&w=1000
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https://images.sudouest.fr/2016/04/03/57e1047666a4bde778c99ea6/widescreen/1000x500/reacute-seauxnbsp-darknet-et-terrorisme-de-lrsquo-amalgame-agrave-la-deacute-sinformation.jpg
https://miro.medium.com/max/900/0*bVhrBc8Ouo04R6fu.jpg

