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Buidling an exploit faster with Request
Reissue Scripter



Provided XXE exploit script
(specific to the app)

You need to edit the JSESSIONID



Provided XXE exploit script
(Usage)



The sleepy HTTP server



Side-Channel XXE with external DTD 

XML with jar:http://

Request “ZIP” file

XML with /tmp/… Searching for the file downloaded



What useful file can be upload ?

EDIT with the command to 
evaluate



1. Serving the malicious.xsl file

2. Forcing the download of 
malicious.xml to /tmp

3. Browsing /tmp to find the 
exact file name



Now with the local file name of the XSL file

Path traversal used to force the XSLT file



Next find a way to exfiltrate the flag.pdf
file



QuestionS ?
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