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Who Am I? 

• Cybersecurity Researcher at GoSecure
• Background in Criminology and 

Economics
• CA member of NorthSec



The Story What are we going to talk about today?

• SECTION 1 – THE STATE OF THE ALPHABAY MARKETPLACE AS OF 2017

• SECTION 2 – ARE DRUG VENDORS RICH ON ALPHABAY? 

• SECTION 3 – ALPHABAY’S SELF-GOVERNANCE

• SECTION 4 – ALPHABAY: NOT SO MUCH AN INTERNATIONAL MARKET

• SECTION 5 – THE OBVIOUS LIMITS OF ONLINE ILLICIT MARKETPLACES 

Embark in a criminology and economics 



The Story Outline

DataCrypto Tool (Décary-Hétu, Aldridge 2016) & Flared.io Startup 
(Lavoie, Hallé, Décary-Hétu)

1.The state of the AlphaBay marketplace as of June 2017

2. Are drug vendors rich on AlphaBay?

3. AlphaBay’s self-governance

4. AlphaBay: an international market?

5. The obvious limits of online illicit marketplaces 



The Story Beating the Disinformation Drift
• “[…] he [Alexandre Cazes] was the creator and 
administrator of AlphaBay, a website with 40,000 
vendors and more than 200,000 customers.” (CBC, 
July, 2017)

• “The site accused of allowing hundreds of thousands of 
people to buy and sell drugs, firearms, computer hacking 
tools and other illicit goods.” (CBC, July, 2017)

• “FBI acting director Andrew McCabe said AlphaBay was 
10 times as large as Silk Road, a dark website the 
agency shut down in 2013.” (CBC, July, 2017)



The Story Beating the Disinformation Drift

• “The drug trade is moving from the street to online 
cryptomarkets.” (The Economist, 2016)

• “In the World you created over time, democracy didn’t 
exists. You were captain of the ship, the Dread Pirate 
Roberts […].”(Judge Forrest, Federal District Court, 2014)



The Story 
December 2015
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The Story The Story
July 2017



The Story 

July 2017

pimp_alex_91@hotmail.com



The state of AlphaBay as of June 2016



“[…] he [Alexandre Cazes] was the creator 
and administrator of AlphaBay, a website 
with 40,000 vendors and more than 
200,000 customers.” (CBC, July, 2017)



The Story 

926

1234

1751
1918

2031
2148 2233 2271 2371

2710 2736

3426

3752
3964

4209
4318

4464

0

500

1000

1500

2000

2500

3000

3500

4000

4500

5000

2
0

1
5

-0
9

2
0

1
5

-1
0

2
0

1
5

-1
1

2
0

1
5

-1
2

2
0

1
6

-0
1

2
0

1
6

-0
3

2
0

1
6

-0
2

2
0

1
6

-0
4

2
0

1
6

-0
5

2
0

1
6

-0
6

2
0

1
6

-0
7

2
0

1
6

-1
1

2
0

1
6

-1
2

2
0

1
7

-0
2

2
0

1
7

-0
3

2
0

1
7

-0
4

2
0

1
7

-0
6

June 2017: 4,664 vendors

The state of AlphaBay as of June 2016



The hotel we have made reservations at for the speakers is the Mercure Antigone.

ALPHABAY (2015-2017)

• 4,464 vendors

• 46,651 listings

• 1,304,382 feedbacks

SILK ROAD (2011-2013)

• 1,087 vendors (4X)

• 26,209 listings (2X)

• 338,543 feedbacks (4X)

The state of AlphaBay as of June 2016
“McCabe said AlphaBay was 10 times as large as Silk Road, a dark website the agency 
shut down in 2013.” (CBC, July, 2017)

DataCrypto Tool (Décary-Hétu, Aldridge 2016) & Flared.io Startup (Lavoie, Hallé, Décary-Hétu)



DataCrypto Tool (Décary-Hétu, Aldridge 2016) & Flared.io Startup (Lavoie, Hallé, Décary-Hétu)

What was sold on AlphaBay? 
Based on all listings posted in 2015 and 2016

Ecstasy, Prescription Pills 28%

Cannabis 21%

Ebooks 13%

Stimulants (cocaine) 9%

Others 8%

Fraud 7%

Psychedelics 7%

Counterfeit products 4%

Software 2%

Digital information 1%

Weapons 1%



The hotel we have made reservations at for the speakers is the Mercure Antigone.

The state of AlphaBay as of June 2016
AlphaBay VS the Global Drug Trade

Global Drug Trade Alphabay

http://www.gfintegrity.org/report/transnational-crime-and-the-developing-world/



Are drug vendors rich on AlphaBay?



“The drug trade is moving from the 
street to online cryptomarkets.” (The 
Economist, 2016)



Are drug vendors rich on AlphaBay?

Assess competition on the market

Paquet-Clouston, M. C. (2017). Are Cryptomarkets the Future of Drug Dealing? 
Assessing the Structure of the Drug Market Hosted on Cryptomarkets. Master 
Thesis, School of Criminology, University of Montreal. 
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Dataset



Method

Distribution and concentration of market
shares

Based on the number of feedbacks left two weeks prior to data collection
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Concentration of market shares

Distribution and concentration of 
market shares

Herfindhal Hirshmann Index (HHI)

Herfindhal Hirshmann Index (HHI)
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Concentration of market shares

Distribution and concentration of 
market shares

The hotel we have made reservations at for the speakers is the Mercure Antigone.
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Distribution of market shares

Distribution and concentration of 
market shares

The hotel we have made reservations at for the speakers is the Mercure Antigone.

http://www.fao.org/docs/up/easypol/302/charting_income_inequality_000en.pdf
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Distribution of market shares

Distribution and concentration of 
market shares

The hotel we have made reservations at for the speakers is the Mercure Antigone.
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What do we find…

Distribution and concentration of 
market shares

The hotel we have made reservations at for the speakers is the Mercure Antigone.

Highly competitive setting 
But…

Lots of vendors making little to no sale(s)
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Long-term success of each drug vendor

Distribution and concentration of 
market shares

The hotel we have made reservations at for the speakers is the Mercure Antigone.

Group-Based Trajectory Modeling

See if similar market share trajectories
emerge among vendors
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Group-based trajectory modeling

Distribution and concentration of 
market shares

The hotel we have made reservations at for the speakers is the Mercure Antigone.



Alphabay’s self-governance



“In the World you created over time, 
democracy didn’t exists. You were 
captain of the ship, the Dread Pirate 
Roberts […].” (Judge Forrest, 
Federal District Court, 2014)



Morselli, C., Décary-Hétu, D., Paquet-Clouston, M., & Aldridge, J. (2017). Conflict Management in Illicit Drug Cryptomarkets. 
International Criminal Justice Review, 1057567717709498.

Conflict managements
• Evaluated the “Rules and Conditions” of 10 markets

• Read and analyzed more than 200 conflict threads on 
AlphaBay forums 

Morselli, C., Décary-Hétu, D., Paquet-Clouston, M., & Aldridge, J. (2017). Conflict Management in 
Illicit Drug Cryptomarkets. International Criminal Justice Review, 1057567717709498.
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Rules and conditions

Distribution and concentration of 
market shares

The hotel we have made reservations at for the speakers is the Mercure Antigone.

9/10 marketplaces  prohibited particular products and services 
(such as child pornography, assassination services, and banned 
weapons) to be listed on the market for sale. 
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Rules and conditions

Distribution and concentration of 
market shares

The hotel we have made reservations at for the speakers is the Mercure Antigone.

9/10 marketplaces  prohibited particular products and services from 
being listed by vendors for sale.
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Conflict resolution strategies

Distribution and concentration of 
market shares

The hotel we have made reservations at for the speakers is the Mercure Antigone.

Most common conflict  Transaction failures or scams

Tolerance
“wait a little more” or “be a little more patient and report back.”

“I understand your frustration but take it from me, he is not a scammer. I have been doing
business with [vendor name] since he started and he has delivered 100%” 

Avoidance
“IS ANYBODY LISTENING HERE?”

Ostracism
“Believe what you like, but this fucking bastard [vendor name] scammed me” 

“[vendor name] IS A SCAMMER, NO QUESTION!” 
“Do not do business with [vendor name]. He is a selective scammer.”
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Conflict resolution strategies 

Distribution and concentration of 
market shares

The hotel we have made reservations at for the speakers is the Mercure Antigone.

Third-Party Intervention
“Scamwatch, can you talk to him please?”  

ScamWatch response: “Please add me to those conversations that you’re having with the vendor. If 
allegations are confirmed, I’ll fuck the vendor up” 

Negociation
“I’m not calling scam here, but want to discuss my options since [vendor name] hasn’t yet 

responded to me”
“I don’t want to dispute, but I haven’t received my package. Can anyone advise? I don’t want to 

name the vendor.”

Threat
“If [vendor name] doesn’t address this, I won’t finalise so he doesn’t get paid AND will leave bad

feedback.”  
“I WILL KILL YOU MY FRIEND. DON’T WORRY, THE WORLD IS A SMALL PLACE, AND YOU DON’T 

KNOW WHO I AM:).”
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Conflict resolution strategies 
Distribution and concentration of 
market shares

The hotel we have made reservations at for the speakers is the Mercure Antigone.

• Public nature of conflicts 
• Participants’ duty : reporting problems



Alphabay: an international market? 
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Alphabay : an international market?

The study looked at the extent to which online drug vendors undertook 
risks when selling at the international level. 

“Packages have a higher chance of being inspected internationally, and 
therefore higher probability of seizure”

“The worst thing about international sales is that buyers can more easily 
claim they did not receive the package”

Décary-Hétu, D., Paquet-Clouston, M.-C, and Aldrige, J., (2016). Going international. Risk taking and the willingness 
to ship internationally among drug cryptomarket vendors. International Journal of Drug Policy, 35, 69-76.
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Alphabay : an international market?

Distribution and concentration of 
market shares

The hotel we have made reservations at for the speakers is the Mercure Antigone.



The obvious limits of illicit online 
marketplaces
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The obvious limits of illicit online marketplaces
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The obvious limits of illicit online marketplaces

Vendor’s reputation matters
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The obvious limits of illicit online marketplaces

Anonymous online transactions are risky
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The obvious limits of illicit online marketplaces

Anyone can sell on these markets !  

Yet, there are high barriers to sales



What’s up now ? 



Thank you!
@masarahclouston
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